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Overview of Smart SD-WAN with Advanced
Supportability & Intelligence Redefined

Discover how Nepean Networks' Smart SD -WAN uses machine
learning & advanced features to empower MSPs with smarter,
faster, & reliable connections

In an era where digital transformation demandsagile, secure,and intelligent networking, Managed Service
Providers (MSPs) face unprecedented challenges. TraditioRAlADsolutions often fall shott burdenedby
vendorlock-in, limited scalability andreactivemanagement.

Nepeanb S i ¢ 2 MdarESQWAN redefinesthe landscape By integrating machine learning, multi-domain
intelligence, and vendeagnostic flexibility, it delivers a smarter, faster, and m@silientnetworking experience.

b S LIS plafférdenablesMSPgo managecompleXxWANenvironmentsefficientlyandwith minimal resources.
KeyinnovationsincludeAl-drivenanalyticsthrough llluminate,flexiblesecuritychaining, andhe Antaresmulti-
tenantmanagemenportal for centralisedvisibilityandcontrol.

By separating the SIWAN and security planes, Nepean empowers MSPs to customise solutions, reduce
operational costs,and enhanceuser experiencest positioningthem as strategic partnersin their Of A Sy (i &4 Q
successWhetherextendingnetworksto cloudworkloads,bondingdiverselastmile connections, or providing
subsecond failover, Smart SWAN transforms networking from a commaodityto a competitive advantage.
MSPscanbrand, scale,and supporttheir services independently free from the limitations of telcos or SaaS

giants.

The Evolving Demands of Last Mile Networking

The modern lastnile network is a living ecosystem spanning branch offices, data centres, efitbnments, and
remote sites. Hybrid workforces, retiine applications such as VolP and videmnferencing,and escalatingcyber
threats have amplified the need for intelligent WAN solutions. Yet,many SDWAN vendors offer only basic
automation, leavingMSPsto strugglewith unnecessary complexity, downtime, and rigid security frameworks.

Nepean Networks addresses these challenges with SmakVAR 1t a cloudnative platform engineered
specificallffor MSPsLeveragingnachinelearningandadvancedntelligenceacrossine keydomains,it ensures
networksarenot only connectedbut continuouslyoptimisedin realtime.

Thiswhite paperexploresthe LJt I {i Fc@rélddmakilities,demonstratinghow it empowersMSPsto deliver

businessgradeconnectivitywith speed efficiency,andsecurity.

At its heart, Smart SBWAN is about empowerment giving MSPs the tools to build branded, scalable offerings
without vendorlock-in. With global Pointsof PresencgPoPs)n over 52 locations,carrier independenceand
seamlesntegrationwith hybridenvironments Nepeansetsanewstandardfor SBDWAN innovation.

~, Nepeaq
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Core Intelligences
Empowering MSPs with
Advanced SD-WAN Capabilities

Traffic
Intelligence

g Network
- Intelligence

Nepean Networks’ Smart SD-WAN gives Managed Service
Providers a flexible, scalable, and intelligent foundation
for modern networking. By separating the SD-WAN and
security planes, it allows seamless integration across
diverse connectivity types with centralised management
and robust security.

Our cloudnative fabric delivers subecond failove
applicationaware routing, and deep visibility T enabling
MSPs to brand, customise, and control services
confidence.Together, these core intelligences form &

Infrastructure

unified frameworkthat enhanceperformance strengthen:
security,and simplifiesoperations.

1. Network Intelligence

Nepean Networks' Smart SDAN platform is engineered to provide MSPs with a flexible, scalable, and
intelligent networking solution. By separating the-BIAN and security planes, we enable seaml@st®gration

of diverse connectivity options, robust security, and centralized management. Our-ckiive fabric delivers
subsecond failover, applicatieaware routing, and comprehensive visibility, all while allowing MSPs to brand
and customize servicder their customers. Below, we outline the key intelliges that form the foundation of

our platform, ensuring optimal performance, security, and operational efficiency.

+ Multi-tenant segmentation: Securely isolate and manage different o
customers, departments, or environments within the same ) >
infrastructure, with hierarchical controls and custom branding. 7

Intelligence
Flexible topology: Support hub-and-spoke, full mesh, or hybrid
designs, including VXLAN and Layer 2 over Layer 3 extensions for
scalable network virtualization.

Beyond branch networking: Seamlessly extend secure overlays to
cloud workloads (e.g. AWS, Azure, Google Cloud) or single critical sites
without redesigning the network. This carrier-agnostic approach
allows MSPs to choose the best connectivity options—fiber, xDSL,
4G/5G, satellite, or fixed wireless—from any provider, ensuring low-
latency access via over 52 global Points of Presence (PoPs).

—_, Nepean
networks

Copyright © 2025 Nepean Networks SDWAN E-Book v2.1.




Core Intelligences
Epowering MSPs with Advanced SD-WAN Capabilities

2. Traffic Intelligence

bSLISIyQa L forfinkegratgsiAtiriSen LageR 7 Deep Packet Inspection (DPI) analytics, providintmeal
visibility into network traffic, application usage, and potential threats. This transforms monitoring from reactive to
proactive, with advaced traffic control and insights.

* Over 40 real-time dashboards covering inventory and asset tracking,
bandwidth usage by site, user, or application, cybersecurity threat
monitoring, and application performance metrics.

Grafana-based metrics engine for detailed analysis of bit rate,
latency, jitter, packet loss, utilization, experience scoring, and change
tracking.

Real-time insights to detect anomalies, prevent data breaches, and
ensure compliance, while optimizing speed for a seamless network
experience. llluminate empowers MSPs to pinpoint bandwidth hogs,
craft QoS policies, and justify additional bandwidth, all while
maintaining end-to-end data encryption and intelligent threat
mitigation.

3. Cyber Intelligence

{ SOdzNR ile Ay bVBANS fulfy Qendefghastis,Jalloirsy MSPs to integrate preferred firewall solutions
via service chainimrgwhether centralized at the core or distributed at the edge. This separation of the security plane
from the SBWAN planeavoids vendor lockn and enables flexible, robust protection.

¢ Supported commercial and open-source firewalls: Clavister, pfSense,
OPNsense, OpenWRT, MikroTik, WatchGuard, Check Point, IPFire, and
more, with additional images available on request.

Deploy hybrid security: Combine enterprise-grade firewalls at the core
(e.g., for 50 sites without 50 licenses) with cost-effective edge options,
aligning with SASE frameworks.

Full compatibility with existing workflows, including HMAC
authentication, AES 128/256 ciphers, and customizable handshake
intervals for top-tier data protection. This approach lets MSPs adapt to
evolving threats, offering customized security offerings that match
clients' risk profiles and compliance requirements, while minimizing
operational costs.

—_, Nepean
networks
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Core Intelligences
Epowering MSPs with Advanced SD-WAN Capabilities

4. Edge Intelligence

The Nepean SDWAN edge node servesas a vendoragnosticvirtualization platform, running on Debian or
OpenSUSE and capable of hosting any LinwbaB8éd application or container.

+ Examples include network managers, wireless controllers, soft PBXs,
VolIP services, and WireGuard VPN servers for secure remote access.

Support for specific encryption algorithms like SALSA20, alongside
DNS caching and DHCP services.

Vertical implementations for industries such as agriculture, medical,
financial, logistics, education, retail, and government. This flexibility
allows MSPs to collapse multiple customer-premise devices into a
single platform, reducing costs, power usage, and support complexity
while enabling elastic or floating IP for resilient standalone sites.

5. Experience Intelligence

b S LJS IbifdeEtional QoS with fairness ensures uncompromisinguser experience, prioritizing critical
applications and adapting to network conditions.

Traffic
Intelligence |

Experience
Intelligence

+ Crystal-clear voice by default, with application-aware routing based
on performance requirements.

Adaptive bandwidth allocation and path optimization, treating uplink
and downlink separately for optimal flow during unidirectional events.

Dynamic path determination and latency optimization to minimize
delays, enhancing real-time applications like video conferencing and
VolIP. This intelligence maintains consistent performance regardless of
congestion or link degradation, with features like bandwidth
adaptation and traffic shaping for efficient resource allocation.

—_, Nepean
networks
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Core Intelligences
Epowering MSPs with Advanced SD-WAN Capabilities

6. Connectivity Intelligence

Nepean Networks is fully lagtile agnostic, supporting any ISP and mediuiiber, Starlink, LTE (4G/5G), xDSL,
MPLS, fixed wireless, or satellitéor vendoragnostic connectivity.

+ Smart link aggregation (bonding) combines multiple connections for
increased bandwidth and true resilience with zero downtime, using a
packet-based architecture.

Instant failover to backup links while maintaining the same static IP,
with sub-second switching across circuits.

Algorithms to mitigate last-mile issues like bufferbloat, packet loss, or
high latency, including compression for faster transmission and load
balancing for reliability. Unlike traditional VPNs, Nepean’s packet-
based overlay ensures no session interruptions, providing high
availability and performance optimization for hybrid work
environments.

Connectivity
Intelligence

7. Cloud Intelligence

TheAntaresmulti-tenant managemenportal is the operationalnervecenterof b S LIS ISryfa@$DWAN, offering
centralized visibility and control.

Multi-tenant and hierarchical: Manage multiple clients or departments
with MFA, permissions, and custom branding, including cross-tenant
asset visibility.

Zero-touch provisioning via pre-built profiles, with full SD-WAN and
node lifecycle management.

NOC mode with real-time insights, alerts, node health monitoring,
and integrated notifications for events like link outages.

Single pane of glass for detailed views, third-party APl integration, and
separation of management and data planes for uninterrupted
operations during maintenance. Antares scales from single clients to
global deployments, empowering MSPs to provision, configure, and
support nodes efficiently.

—_, Nepean
networks
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Core Intelligences
Epowering MSPs with Advanced SD-WAN Capabilities

8. Infrastructure & Troubleshooting Intelligence

With Antares SecureConnectMSPsgain secureremote accessto upstream and downstreaminfrastructure,
streamlining management without esite visits.

Full GUI and SSH access to any integrated NFV-based firewall or
network appliance, including diagnostics for broadband modems,
printers, firewalls, cameras, and more.

Reduced truck rolls through direct access to device web interfaces, : twol Traffic
cutting operational costs and enhancing MSP workflows.

Intelligence

Nepean offers industry-leading diagnostic capabilities: Full wire-rate
packet capture on any edge node using standard Wireshark tools.
Integrated iperf testing for bandwidth and latency measurement.

Built-in speed test capabilities for quick customer-facing
troubleshooting.

These tools, combined with alerts and notifications, allow MSPs to
detect and resolve issues in minutes, ensuring minimal complexity
and maximum efficiency across multi-vendor networks.

Why Ne p e a 8nlad SD-WAN Changes the Game

By combining automation, machinelearning ,and a completesetof ¢ A y (i S { A3 1EHEEE >
SDWAN offers MSPs a way to deliver busingssde networking without the cost, complexity, or
manpower traditionally required.

ThisA & pisRaboutconnectingsitest A Uatoéitensuringthoseconnectionsare:
» Smarter
+ Moresecure
« Easieto manage
+ Optimisedfor the bestpossibleexperience

In an era where network downtime costs money and poor performance costs customers, Nepean
Networks delivers the intelligence that makes-8AN truly Smart.

Wrap | Empower Your Network Today
Nepean Networks' Smart SDAN is more than a product; it's a partnership for MSP success. By

integrating advanced intelligence with unmatched flexibility, it ensures networks are smarter, more
secure, and easier to manage.

—_, Nepean
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Nepean Networks' Network Intelligence

Powering the Smart SD-WAN Strategy

Understanding Network Intelligence in Ne p e aS$mars SD-WAN

Ly &2 RI -eofinected Bukiifedsllandscape, where businesses juggle complexsiteultiperations, cloud
integrations, and remote workforces, traditional networking solutions like MPLS and VPNs often fallEstitert.
bSLISFY bSig2NYMQa dutihkedigé pldtfdrm that redefines connectivity through its core

components.
- Ny Understanding Network Intelligence
O Atthe heartof Nepearb S i ¢ 2Snhdrt8IWANIiesNetworkIntelligencewhichdelivers
| robust Private WAN (PWAN) functionalities.
Key Features of Network Intelligence
l
ﬂ‘, « Multi-tenantsegmentationSecurdsolationandmanagemenbf different customers,
E o) ® departments, or environments within the same infrastructure.
' ? « Flexibletopologysupport:Choosdrom hub-and-spoke full mesh,or hybridtopologiesto fit
your network architecture.
| « Insightful topologiesAligned withAntares integratiorfor completecontrol andvisibility.
] Extending Beyond Traditional Branch Networking
— Extend secure overlays to.cloud workloads, multiple data centres, and diverse business
< scenarios- all'without redesigning the network.

; The Advantages | Performance, Reliability & Cost Savings |

- Enhanced performance and QeBidirectional QoS rules ensure consistent application
performance.

« Unmatchedeliability - Instantfailoverwithin 300msandcarrierindependence.
+ Costcontroland POI- Instantfailoverwithin b S LIS tayfi@-aeutral network.
« Robustsecurity - Encryptionand packetdistribution acrossbonded links add resilience.

i « CostefficiencyandRQ} Selecthe mostcosteffectivecarriersfor eachsite.
« Integrationwith next-genfirewalls- SecureAccessServiceEdge(SASE)rinciplesbuilt in.

Copyright © 2025 Nepean Networks SBWAN E-Book v2.1. 7 ~—y Nepeaq
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Discover How Nepean Networks' Smart SD -WAN
Revolutionizes Modern Networking with Network Intelligence

Ly {2 RI-éofhacte& Busid@ddlandscape, where organisations manage complessitautiperations, cloud
integrations, and remote workforces, traditional networking solutions such as MPLS and VPNs odteortall

bSLISIyY bSig2NPNs cdttivigedddiplaffoBm that redefines connectivity through its core capability:
Network Intelligence. This intelligent layer embeds tieevate WAN (PWANjunctionality, enabling seamless,
secure, and scalable networking that extends far beyond conventional branch architectures.

5Nl gAy3 2y bSLISIyQa Ay Nawdik infeliggnceitrgnsforms! SIVAN igtd alxérsadle, a =
multi-role platform purposebuilt for modern enterprises. This technology delivers efficiency, flexibility, and
performance that surpass legacy systems.

Understanding Network Intelligence

G GKS KSINI 27F b SHIBN fes KeSvork tblllgence, pfovidingIobugt BWAN capabilities.
Unlike traditional SBWAN deployments that rely on public internet limksoften exposed to latency and security
riskst b SLISI yQa t 2 !rinalisodNdstidik®erlay us@diprivate IP connections. This ensigdiated,
secure communication channels between business sites, data centres, cloud environmentspkated remote
locations.

Network Intelligence goes beyond basic connectivity by integrating dynamic traffic management, Network Function
Virtualisation (NFV), and proprietary link aggregation technology.

.dzAf RAYy3 2y bSLISIyQa -WAR 2Hisdnieligente ehathBsybusinés§es to in@e Heyond the
constraints of costly, carridocked networks. The result is a customisable, -@Btient solution that prioritises
data privacy, low latency, @npredictable performance ideal for industries with strict compliance requirements
such as finance, healthcare, and retail.

Key Features of Network Intelligence

bSLISIY bSig2N1aQ bSig2N)] LydSttA3aSWAN Gdagisito divelge busines2 NJ O ¢
environments without compromising security or efficiency.

Its standoutelementsinclude:Multi-TenantSegmentation

Network Intelligence enables secure isolation and management of multiple customers, departments, or
environments within a shared infrastructure. This capability is especially valuable fortemaltit environments,
where organisations must segregate traffor compliance or operational control.

For example, a business with multiple divisions can use PWAN overlays to isolate traffic, preventing data leakage
GKAETS YIFIAYGlIrAYyAy3d OSyiNIftAaSR GAaArAoAftAGe GKNRBdAzZZIK bSLIS

Securityisreinforcedwith encryptionoptionssuchasHMAC AES128/256,and Salsa20/256providinglayered
protection even when bonding connectionsfrom different carriers.

~ . Nepean
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Flexible Topology Support

Gone are the days of rigid network designs. Network Intelligence supportamdibpoke, fulmesh, and hybrid
topologies to suit any business model. In a fauta-spoke configuration, traffic is centralised through a primary data
centre for streamlined maagement and uniform security protocols. A foiesh topology, by contrastallows direct
site-to-site communication, reducing latency in distributed environments.

Hybrid models combine botlh enabling branch offices to communicate in a mesh, while routing cloud traffic
through a hub for enhanced performance and control. This flexibility, powered by advanced routing engines, ensures
seamless scalability. New sitesndae deployed in under 24 hours, compared with the weeks required for MPLS
provisioning.

Extending Beyond Traditional Branch Networking

What sets Network Intelligence apart is its ability to extend secure overlays to cloud workloads, multiple data
centres, and individual critical sites all without requiring a network redesign.

For example, remote warehouses or field offices can integrate effortlessly into the PWAN fabric, benefiting from the
same performance, reliability, and visibility as core branches. This is achieved through intelligent path selection,
which optimises routig for cloudnative applications and reduces the backhauling delays common in traditional

MPLS.

. @ fSOSNY3IAYy3a Ayl FIIANBIAFGAZ2Y YR REGEF O2YLINBaaizys:s
400%, ensuring consistent performance for bandwibl#avy services such as VolP, video conferencing, and CRM
systems.

The Advantages | Performance, Reliability, and Cost Savings

NetworkIntelligenceisnotjustaboutfeaturest A (abbatdeliveringmeasurablédusines®utcomes By combining
SDWAN agility with t 2 | b @rigate infrastructure, Nepean Networks provides a level of performance
and reliability that legacy technologies cannot match.

+ Enhanced Performance and QoBkdirectional Quality of Service (QoS) rules enable traffic prioritisation for
both internal and external applications. Combined with data compression and intelligent routing algorithms,
Smart SBANVAN achieves faster speeds and lower latencputperforming traditional VPNs that often suffer
from manual configuration and inconsistent throughput.

« Unmatched Reliabilityinstant failover within 300 ms detects line faults and reroutes traffic acraggregated
carrier links. This carrier independence provides Huiltedundancy, avoiding the singteovider constraints
that limit MPLS resilience.

+ Cost Control and ROIBusinesses can choose the most affordable carriers for each site, reducing costs
associated with dedicated MPLS lines. The centralised management portal simplifies network administration,
cutting overheads and enabling rapid scalabitityvithout the needfor proprietary hardware.

+ Robust SecurityBeyond encryption, packet distribution across bonded links provides an additional layer of
defence against cyber threats. Integration with nepeneration firewalls such as Clavister strengthens this
further, aligning with Secure Access Service Edge (pASE)les for modern enterprise protection.

~, Nepeaq
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These benefits position Network Intelligence as a futpreof solutiont optimised for cloud environments and
designed to meet the demands of evolving business models.

Asorganisationembracehybrid work strategies the ability to managegrowingtraffic volumeswithout downtime
becomes a clear competitive advantage.

Why Choose Nepean Ne t wo 1SkatéSD-WAN Over Legacy
Solutions

The transition from MPLS to S®BAN, as demonstrated by Nepean Networks, exposes the limitationsdftional
technologiest including high costs, inflexibility, and bandwidth constraints.

While MPLS once served as the benchmark for private networking, its «veitiihed complexity anddependence
on singlecarrier providers create expensive overheads and scalability challenges.

Similarly, traditional VPNs, though lower in cost, require manual maintenance and lack the performance benefits
2FFSNBR o0& O2YLINBaaAazys (NI FTFAO 2LIGAYAAlFGAZ2YS YR vdz
Intelligence delivers an alwayn, carrieragnostic, and customisable private network.

Built on a PWAN foundation, it gives businesses the tools to build resilient infrastructures that scale effartlessly
whether expanding into new locations, integrating cloud applications, or ensuring seamless failover for -mission
criticalservices.

Wrap | A Multi-Role Platform for Modern Enterprises

bSLISIY bSig2NyLaQ bSigz2N] L yMIASIf fiorh ThSoprO&tivityy Ndluyiod FinfoNara  { Y
comprehensive networking platform.

Its PWAN capabilities including multitenant segmentation, flexible topologies, and extensions beyond traditional
branch networkingg LINE @A RS dzy YI G OKSR FRFLJiloAfAGE Ay G2RI&Qa SN

By combining link aggregation, instant failover, and customisable QoS, it delivers the flexibility, performance, and
security that modern businesses demand. For organisations ready to move beyond the limitations of legacy
infrastructure, Nepean Networks fefrs a truly transformative path forward.

— -« NEpean
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Nepean Networks' Traffic Intelligence

Empowering Smart SD-WAN with Al-
Driven Insights

Transforming Network Management with Traffic Intelligence

Nepeanb S (i ¢ 2MdarESOWAN strategyis driven by Traffic Intelligence,powered by the llluminate platform.

Where Al Meets Analytics & The llluminate Foundation

DPIENGINE: INFORMATICENGINE: DATAFEEDS: APPLICATION
Identifiesapplications, Aggregates data for Delivers intelligence on PERFORMANGEETRICS: |
protocols,hostnames, devicediscovery, domains|Psplatforms, Providegeaktime

and traffic types. applicationanalysis, andprotocols. protocolanalysisand
andriskassessment. hostnameuvisibility. ;

Over 40 Real-Time Dashboards for Comprehensive Visibility

2 A

©

INVENTORXND BANDWIDTH USAGE B SITE CYBEBECURITMHREAT
ASSETRACKING: USER OR APPLICATION: MONITORING:

Automatically detects and Gaintailoredreportson Uses machine learning to

catalogsalldevicesonnetwork bandwidth consumption identify cyberrisksin realtime

Deeper’ Performance Analysis - with Grafana-Based Metrics

= D O

BIT RATE, LATENCY AND PACKETLOS&ND EXPERIENGEORINGAND
JITTER: UTILIZATION: CHANGHERACKING: '
Monitor data transfer speeds, Trackdroppedpacketsand Assigrscoredo userexperience
Delays resourceusage and track changes )
. -« NEPeQ
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Discover How Traffic Intelligence Drives Smarter SD-WAN
Solutions with Al Insights

In the dynamic world of modern networking, where businesses rely on seamless connectivity, security, and
performance, Nepean Networks stands out with its innovative SmaitVaD! strategy. At the core of this approach

is Traffic Intelligence, a sophisticdteddon powered by the llluminate platform. This system blends artificial
intelligence with advanced analytics to deliver unprecedented visibility and control over network traffic. By
transforming raw data into actionable insights, Traffic Intelligenciétssmetwork management from reactive
firefighting to proactive optimization, ensuring businesses stay ahead of threats, bottlenecks, and inefficiencies.

Traffic Intelligence is more than just monitoring's a comprehensive toolkit designed for today's distributed,
cloud-centric environments. Through Illuminate'siAfused Deep Packet Inspection (DPI) engine, it provides real
time transparency into netwdr activities without compromising privacy or performance. Let's explore how this
powerful feature set elevates SWAN deployments.

Where Al Meets Analytics | The Illuminate Foundation

Nepean Networks' Illuminate is the corner stone of Traffic Intelligence, combining a lightweight DPI engine with
cloudbased informatics and data feeds to unlock deep network insights. This-tieregolution stack starts with

the DPI engine, which idefigs applications, protocols, hostnames, encryption ciphers, and other key attributes
directly on network devices. It integrates seamlessly for tasks like traffic identification, firewalling, Quality of Service
(Q0S), and cybersecurity.

The informatics engine then aggregates this data in the cloud, turning it into meaningful analytics for device
discovery, application analysis,and risk assessment.Finally, data feeds offer intelligence on thousands of
popular applications, including domains, IPs, CDNs, platforms, and protocols. Crucially, llluminate focuses solely
metadatar statistics and summaries of flow datavoiding the capture of actual transmitted content &nsure
compliance with data protection standards like PCI DSS and HIPAA.

This Addriven approach goes beyond traditional tools, using machine learning to detect anomalies, prediats,
and optimize usage patterns. For instance, it can pinpoint unauthorized VPNs, rogue DHCP services, or even
compromised loT devices that might evade endpoint security agents.

Over 40 Real-Time Dashboards for Comprehensive Visibility

One of llluminate's standout features is its extensive suite of over4@imal dashboards, tailored to provide
granular insights across key areas. These dashboards empower IT teams and MSPs to monitor and manage networks
with precision, turning complex da into intuitive visualizations.

« Inventory and Asset Trackindtluminate automatically detects and catalogs all devices on the network, from
laptops and smartphonesto 10T gadgetslike cameras printers, and smart watches. It tracksattributes such
as vendor, category, IP and MAC addresses, discovery times, asddasimestamps. This createsdynamic
inventory that helps identify unauthorized devices, such as rogue wireless access points that could interfere
with operations. In policy enforcement scenarios, it flags violations like prohibited activities (e.g., torrent
downloads or cryptemining), providing logs for compliance or disciplinary actions.

~, Nepeaq
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« Bandwidth Usage by Site, User, or Applicatigdain tailored reports on bandwidth consumption segmented by
user, group, application, device type, OS, protocol, and more. llluminate's DPI excels at identifying bandwidth
hogs, breaking down usage into uploads and downloads. Name resolution reportsimtetaiét connections,
categorizing them by business vs. social media use, and even geolocating connectidrightight global
patterns. This level of detail is invaluable for optimizing resources and enforcing prodyatbildigs.

+ CybersecurityThreat Monitoring: Using machine learning, llluminate identifies cyber risks, malware, and
risky behaviors in redlme. It detects access to known commaadd-control servers for botnets, outdated
protocols vulnerable to exploits, and data leaks from 10T devices or browsers with "call home" features. Out
band analysis spots sophisticatedalware that disables endpoint agents, offering early warnings against
ransomware or other attacks. It also audits DHCP and DNS servers to uncover rogue servicefndghenan
middle threats, and highlights dark web access or legacy protocols like SNE\drdpagate vulnerabilities.

» Application PerformanceMetrics: Deeppacketinspectionaccuratelyidentifies applicationsin use, providing
reaktime protocol analysis and hostname visibility from various traffic flows. Dashboards reveal application
specific metrics, enabling administratorsto prioritize critical tools like video calls or cloud services while
throttling non-essential ones.

These dashboards are accessible via a-fisardly portal, making advanced analytics available to businesses of
all sizeswithout requiringextensiveexpertise.

Deeper Performance Analysis with Grafana-Based Metrics

For those needing even more detailed scrutiny, Traffic Intelligence integrates a Glafaed metrics engirepart

of the Antaresplatformt to deliverin-depth performancevisibility. Antaresservesasthe commandcenterfor SD

WAN management, extending llluminate's capabilities with intuitive graphs that span timeframes from one minute
to one yearKey metrics include:

+ Bit Rate, Latency,and Jitter: Monitor data transfer speeds,delays,and variationsin reattime to ensure
smooth performance for latenegensitive applications like VolIP or video conferencing.

+ Packet Loss and Utilizatioffrack dropped packets and resource usage to identify bottlenecks or overutilization,
preventing downtime and optimizing link aggregation across multiple ISPs (e.g., fibefixed@ijreless).

« Experience Scoring and Change TrackiAgsign scores to user experience based on QoS metrics and track
changes over time. This helps detect subtle degradations, such as recurring packet loss at remote sites, allowing
for proactive adjustments.

Integration with Antares also supports zetimuch provisioning via Nepean Networks' Juggler service, simplifying
deployments and enabling remote management of upstream (modems, routers) and downstream (access points,
switches) devices. In realorld tests this setup has prevented outages, saving hours of downtime while maintaining
seamless failover.

~, Nepeaq
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From Reactive Troubleshooting to Proactive Optimization

Traffic Intelligence redefines network management by evolving it from a reactive proosas#ting for issues to

ariser to a proactive strategy focused on prevention and enhancement. Traditional "set it and forget it" approaches
to firewalls and SBEVAN leavevulnerabilities unpatched, rules stale, and configurations misaligned. Illuminate
addresses this by continuously watching the firewall and network traffic, validating against best practices, and
providing forensic tools to trace incidents back in time.

For MSPsand businessesthis meansreducedoperational costs,faster issueresolution, and enhancedsecurity.
A case in point: A retail chain using Nepean NetworksA@ reduced public IP usage, simplified deployments,
and achieved zero downtime for poiof-sale systents all monitored through Traffic Intelligence's dashboards.

In an era of relentless cyber threats and exploding data demands, Nepean Networks' Traffic Intelligence equips
businesses with the tools to thrive. By leveraging Al, DPI, and integrated analytics, it not only illuminates the network
but also illuminates th path to superior performance, security, and efficiency.

— -« NEpean
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Nepean Networks' Cyber Intelligence

Fortifying Smart SD-WAN with Vendor-
Agnostic Security

Experience Cyber Intelligence

LY F N}YLARt& S@2t @Ayl fIFyRaoOlFILIS 2F OeoSNIKNBFEGa:X
Smart SBNVAN strategy introduces Cyber Intelligence, which decouples security frolisHDand
integrates with various firewalls. This approach allowdrnmsses and managed service providers (MSPs)
to customize security solutions based on their specific needs and budgets, providing robust protection
without vendor lockin.

The Foundation of Cyber Intelligence |Vendor-Agnostic Security

LA o
~_ ~_]
- -
A a) A a4

OPENSOURCEIREWALLS COMMERCIAEIREWALLS PROPRIETARXDCUSTOM

pfSense, OPNsense, OpenWrt, ClavisterWatchGuardCheck SOLUTIONS
IPFire, MikroTik RouterOS, and Point, Fortinet, Cisco, Palo Any Linuxbased binary or
others. Alto, Sophos, Juniper virtualizedfirewallinstance.

Networks, and more.

Strategic Benefits for Businesses & MSPs |

For Businesses For MSPs

CompetitiveDifferentiation

OperationalEfficiency

FlexibleSLAs
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Strengthen Network Security with Nepean Networks'
Vendor -Agnostic Cyber Intelligence for Smart SD-WAN

LYy G2RI&Qa AYy{iSNI O2yySOGSR 62NI R 6KSNBE OeoSNIKNBI Ga
Aad I ONRGAOIT LINR 2 NR GWeAN stiatSgydBirogduceb Syiber telligante, d thahsiddinatiyes
approach to network security thdeverages a vendeagnostic service chain model. By decoupling security from SD
WAN and integrating seamlessly with a wide range of commercial and-space firewalls, Cyber Intelligence
empowers businesses and managed service providers (MSPs) togadority solutions to their specific risk

profiles, compliance requirements, and budgets. This open, flexible, and resilient framework ensures robust
protection without the constraints of vendor loék, redefining how businesses safeguard thetworks.

The Foundation of Cyber Intelligence | Vendor-Agnostic Security

l'd GKS KSENI 2F bSLISIKFY bSGg2N1aAaQ /80SNILYyGSttAzxSyOoS A
WAN solutions often embed proprietary security mechanisms, forcing businesses into rigid veimdbe
ecosystems that limit adaptability aridicrease costs. Nepean Networks breaks this mold by adopting a service chain
model, allowing seamless integration with virtually any security solutiwhether centralized at the data center or
distributed at the network edge. This approach not only entegngecurity but also aligns with modern frameworks

like Secure Access Service Edge (SASE) and Zero Trust Network Access (ZTNA).

Cyberintelligencesupportsan extensivearrayof firewalls,including:

» Commercial Firewalls: Clavister, WatchGuard, Check Point, Fortinet, Cisco, Palo Alto, Sophos, Juniper
Networks, and more.

+ OpenSourceFirewalls:pfSense OPNsenseQpenWrt, IPFire MikroTik RouterOSand others.
» Proprietary and Custom Solutions: Any Linuxbased binary or virtualized firewall instance.
Thisflexibility enablesbusinesseso mix and match security tools, combininghigh-end commercialfirewalls at
the core with costeffective opensource solutions at the edge. For example, an business might deploy a Check Point

firewall at its data center for advanced threat prevention while using pfSense at remote sites fegflicisnt
protection. This hybridpproach ensures optimal security without unnecessary expenditure.

The Service Chain Advantage | Flexibility and Resilience

bSLISIY bSGé2N1aQ aSNBAOS OKFAY Y2RSt Aa | O2NYySNI adzy
independently of the SVAN fabric. Unlike traditional SIWANSs that tightly couple security and networking,
bSLISIHyYyQa | LILINEde Gyers,prdvidindisevieral tratégic Advantages:

+ Unrestricted Access to Besih-Class SecurityBusinesses can select the most suitable security solutions
for their needswithout beingtied to anSDWAN@ S y Rgrdpile tary offerings. Thisfreedomenablesrapid
adoptionof cutting-edgetoolsto addressemergingthreats.

~ . Nepean
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« Layered Security ArchitectureBy deploying multiple firewaltssuch as a Clavister at the core and an
OPNsense instance at the edgbusinesses create a muliyered defence that mitigates risks more
SFFSOUAGSted ¢KAA NBRdAzyRI yOeé Sy adzNBaonmisktheientire FI1 A f
network.

+ Scalabilityand Cost Efficiency: Securityand networking can be scaledindependently,eliminating the need
for costly infrastructure overhauls. Businesses can upgrade firewalls or add new security tools without disrupting
SDWAN operations, optimizing both performance and budget.

+ Alignment with Modern Security ModelsThe service chain model supports ngeneration frameworks like
{'{9 FTYR %tb!3> gKAOK NBIdzZANSE | aS3INBII GVBAR isFuBi@dzNA G &
proof and adaptable to evolving business needs.

This decoupled architecture eliminates the single point of failure inherent in monolitiity S0 solutions, where a
GSYR2NDR& &aSOdzNAiGe Ftl g Oly SELRAE&S (GKS SyYydiaANB ySis2N]d
enhances resilience arehsures comprehensive threat detection.

Seamless Integration with Existing Workflows

Cyber Intelligence is designed to integrate seamlessly with existing business security workflows, making it an ideal
choicefor organizationswith establishedI T environments.Whether a businessrelies on Cisco,Fortinet, Zscaler,
oropend 2 dzZNDS a2t dziA2y a € AVAN ehsurdsSul cainpadbility. Bhis iniSrbpgrabiity éx@nds

to third-party optical network terminals (ONTS), customer premises equipment (CPE), routers, switchascessl

points, allowing businessego preservetheir existing infrastructure while adoptingb S LJS ISyia® SDWAN.

For MSPs, this compatibility is a gasteanger. They can onboard clients with diverse ecosysterngnmon in

mergers, acquisitions, or muliendor environments g A (G K2 dzi NBIljdzZA NAy 3 Oz2aidfte KINRgI
Jugglerzerotouch provisioningtool further simplifiesdeployment,enablingrapid setup of SDWAN nodesand

security configurations using pieonfigured templates and MAC addrdsased provisioning. This phagnd-play
approachreducesoperational complexity and acceleratesservicedelivery, particularly for small businessesor

remote sites with limited IT resources.

Enhancing Security with | | | u mi Real{Tiené msights

/| @0 SNJ LYGSttA3aSyOS Aa | YLIEAFASR o0& b SLISdriven DeépiPacRenl] a Q |
Inspection (DPI) to provide retine visibility into network traffic. Unlike static firewall validation checks, Illuminate
continuously monitoes and analyzes traffic, offering actionable insights through over 4@irmaldashboards. Key

security features include:

+ Anomaly Detection:Machine learning identifies unusual traffic patterns, flagging potential threats like
malware, unauthorized VPNSs, or rogue DHCP services. Thif-bahd analysis detects sophisticated
malware that disables endpoint security agents, providing early wgmagainst ransomware or botnet
activity.

+ Cyberthreat ForensicsL f f dzYA Yyl 6§ SQa | Rl yOSR FA{GSNA IyR F2NBy
incidents back in time, identifying the source of breaches or policy violations. For example, it can detect
accestso commandand-control serversor darkweb connectionswith IPaddressewerifiableviatoolslike
IBMX-Force.

+ Data Leak Protection: llluminate identifies & O IK & fy" ehaviorsfrom loT devices,browsers,or operating
systems, preventing unauthorized data exfiltration to unknown jurisdictions.

~, Nepeaq
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+ Protocol and Application AnalysisRealtime protocol analysis and hostname visibility ensure accurate
identification of applications and encrypted connections, flagging outdated protocols (e.g., SMBv1) that are
vulnerable to exploits like WannaCry ransomware.

¢tKSaS OFLIOSGAtAGASE SyadaNB GGKIFIG FANBglLtta NBYFAY GAIA
ySitig2Ny1a SELRASR® . & O2Y0AyAy3a Lt dzyA ybaséadSneetiics,ICybert & G A O
Intelligence provides comprehsive visibility into security and performance metrics like latency, packet loss, and

link stability, enabling proactive threat mitigation.

Strategic Benefits for Businesses & MSPs

Cyber Intelligence delivers significant advantages for both businesses and MSPs, aligning security with business
objectives:

+« ForBusinesses:

o Tailored Security: Organizationscan customizetheir security stackto match their risk appetite and
compliance needs, such as PCI DSS or HIPAA, without relying on suboptimal embedded firewalls.

o Freedomfrom LocklIn: Swap security vendors without reconfiguring SDWAN, ensuring agility and
control.

o Cost Efficiency: Independentscalingof security and networking avoids unnecessaryinvestmentsin
bundledfeatures.

o EnhancedResilience:Multi-layered security reducesthe risk of systemicfailures, improving overall
networkreliability.

 ForMSPs:

o Competitive Differentiation: Offer vendoragnosticSDWAN and security services,standingout in a
crowdedmarket.

o Operational EfficiencySimplified deployments via Juggler and centralized management through Antares
reduce costs and improve service delivery.

o Flexible SLAs: Tailor service agreementsto client-specific requirements, enhancing customer
satisfaction.

A reatworld example illustrates the impact: A global MSP managing 50 retail locations across multiple regions
reduced public IP usage, simplified security deployments, and eliminated downtime for critical applications by
FR2LIGAY 3 b SLISI & @he sedvisechiin Imgdél alfowed BAeSnyto integrate WatchGuard firewalls at

GKS O2NB gAlGK LIF{SyasS Il GKS SR3ISsT RSt AOGSNAyYy3I NRoOdza (=X
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A Future -Proof Approach to Network Security

bSLISIY bSGg2N)] aQ / &o S-MAN sédursyiby anihragh® & veiBRASHE, Asghicd chirb
based approach. By supporting a wide range of firewalls, integrating seamlessly with existing workflows, and
leveragingL f f dzY M¥drivérSafalytics, it empowers businessesto build resilient, adaptable, and cost
effective security architectures. This approach not only mitigates the risks of vendeinlackl single points of
failure but also positions organizationsto thrive in an era of incressing cyber threats and technological
complexity.

As businesses and MSPs navigate the challenges of-lobmetl applications, remote work, and loT proliferation,
bSLISIFY bSGg2N] aQ [/ &0 S NJ-progf (sdtidn AtratS gbrouthes FlaibilyNBecurity, ahdizi dzNB
performance. Embrace the power ofraggstic security and elevate your network today.

— -« NEpean
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Nepean Networks' Edge Intelligence

Redefining Smart SD-WAN with Versatile
Edge Capabilities

Edge Intelligence | The future of Smart SD-Wan

Transformingthe SDWAN edge into a powerful NFV platform for flexibility, cost efficiency,and performance.

OneDevice.Infinite Possibilities.

What is Edge Intelligence

I-l
Traditional SDWAN | NF\‘Powered Edge
<D> RunsebianBookwormanx86hardware

Edge Intelligencé Hardware Agnostic
SDWAN solution that empowers
businesse$o adaptto moderndemands.

=

Business Impact

-

CostReduction
Feverdevicedower
Capex and Opex

SimplifiedOperations
Unlinedmanagement
just pirferes portal

Scalability& Agility
Rapiddeploymentzerotouch
provisioning
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What Makes It a Game-Changer?

* Multifunctional NFVPIlatform: DebianBookworm
on x86 hardware.

¢ Hardware Agnostic FlexibilityHosts Linux
based apps beyond routing

* Enhanced Performancé:ew latency, WAN
optimization, WireGuard VPN

Why It Outshines Legacy

Approaches
: Fewer devices lower Capex &
LegacyNetworking o
Propricityhardwarelockin Hardwareagnostic

Limitededgefunctionality Fullapphostingat the edge

Highercosts& complexity Lowercosts& simplifiedops
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Discover How Nepean Networks Enhances SD -WAN with
Innovative Edge Intelligence for Improved Networking

In the rapidly evolving world of business networking, Nepean Networks is pushing the boundaries of Software
Defined Wide Area Networking (S8AN) with its Smart SIW/AN strategy, where Edge Intelligence stands as a
cornerstone. By transforming the SBAN edje device into a powerful Network Function Virtualization (NFV)
platform, Nepean Networks delivers unmatched flexibility, cost efficiency, and operational simplicity. Edge
Intelligence enables businesses and service providers to consolidate multiple kRetwustions into a single,
intelligent platform, streamlining operations while enhancing performance and scalability. Drawing from Nepean
Networks' nexigeneration SBNVAN innovations, this article explores how Edge Intelligence is revolutionizing
businessonnectivity by merging advanced virtualization with robust edge capabilities.

What is Edge Intelligence?

Edgelntelligenceis a definingfeature of Nepeanb S (i ¢ 2ShArtB3OWAN,wherethe edgedeviceservesnot only

as a gateway for SWAN connectivity but also as a versatile NFV platform running on Debian Bookworm, a robust
Linux distribution optimized for x86 architectures. Unlike traditionaV&BN edge devices that are limited toasic
NRdziAYy3d |yR O2yySOGAGAGe GlFalaz bSLISIyQa SR®BedRSIAO!
applications. This transforms the edge into a mfutictional hub capable of supporting critical network services,

from wireless controllers t&olP systems, all within angile device.

By leveraging the power of NFV, Edge Intelligence eliminates the need for multiple dedicated haaghpkaaces,

reducing costs, power consumption,and managementcomplexity. Thisalignswith b SLISIy b S g2 NJ a Q
vision of delivering a softwardriven, hardwareagnostic SBWAN solution that empowers businesses to adapt to
modern demands without being tethered to proprietary ecosystems.

Key Capabilities of Edge Intelligence

Edge Intelligence redefines the role of the-BIAN edge by embedding advanced virtualization and application
hosting capabilities. Below are the key features that make it a geimaager:

Multi -Functional NFV Platform

The Smart SBDWAN edge device, powered by Debian Book worm, supports any Linux x86-based application,
enabling businesses to consolidate various network functions into a single platform. Examples include:

+ Network Managers & Wireless ControllerManage WAFi networks and connectivity policies directly from
the edge, streamlining wireless deployments for branch offices or remote sites.

+ Soft PBXs and VolP Servickkist voiceover-IP solutions, such as Asterisk, to deliver Faglality voice
communicationsvithout dedicatedtelephonyhardware.

+ WireGuard VPN ServerBrovide secure remote access for employees or devices using modern, lightweight
protocols like WireGuard, which outperforms traditional IPsec VPNs in efficiency and security.

This versatility allows businesses to replace multiple custgomnemise devices such as routers, firewalls, and
PBX systemswith a single intelligent edge device, reducing hardware sprawl and operational overhead.

~, Nepeaq
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Hardware -Agnostic Flexibility

Unlike firstand seconegenerationSB ! b a2f dziA2ya GKIFG 2F0Sy NBtASR 2y  LING
Edge Intelligence embraces a softwdirst approach. By running on standard, -fie-shelf hardware, the edge

device supports a wide range wirtualized network functions, including opewource platforms like OpenWirt,
OPNsense, pfSense, IPFire, and RouterOS, as well as proprietary images. This agnosticism ensures interoperability
with existing infrastructure, allowing businesses to choose todstthat best fit their needs without vendor lodhk.

Seamless Integration with N e p e aHcdsgstem

9R3IAS LydSttAaISYyOS Aa (AIKGTE @endrsfionSBAAN ibdsRsuah Asiihk lllumatdS | y b
analytics platform and Juggler zetmuch provisioning system. llluminate provides deep insights into edge
performance, enabling businesses tnonitor application traffic, identify bottlenecks, and optimize resource
allocation in real time. Juggler simplifies deployment by automating the configuration of edge devices, allowing new
sites to be provisioned in under 24 hours with minimal manutdrirention. This combination ensures that Edge
Intelligence not only enhances functionality but also simplifies management across distrileatgcbnments.

The Business Impact of Edge Intelligence

By embedding advanced NFV capabilities into th&\SIN edge, Nepean Networks delivers transformative benefits
that address the challenges of modern business networking:

» CostReduction:Consolidatingnultiple network functionsinto a singleedgedeviceeliminatesthe needfor
dedicated appliances, lowering capital expenditures and reducing power and maintenance costs. For service
providers this meansfewer devicego managefranslatingto significantsavingsn supportandoperational
expenses.

+ Simplified OperationsEdge Intelligence reduces complexity by centralizing network services at the edge. IT
teams can manage wireless controllers, VolP services, and VPN servers through a single platform, adeessible
bSLISIyQa AylddAiA@S !yil NBa LERNIIfd ¢KAA dzy ATASR YI
expertise and streamlines troubleshooting.

+ Enhanced Performanceéy hosting critical applications directly at the edge, businesses can reduce laaedcy
improve application performance, especially for réale services like VolP and video conferencing. The
integration of WAN optimization techniques, such as data compression and modern protocols like WireGuard,
further boosts throughput and reliabilifyeven in bandwidtkconstrained environments.

» Scalabilityand Agility: Edgelntelligencesupportsrapid scaling,allowing businessedo deploy new services
or sites without extensive hardware upgrades. The zerxh provisioning capabilities of Juggler ensure that
new edge devices can be brought online quickly, making it ideal for dynamic environments like retail chains or
expandingousineses.

« Robust SecurityHosting WireGuard VPN servers at the edge provides secure, encrypted connectivity for remote
users and devices. The separation of management and data planes, combined with advanced encryption options
(e.g., AES 128/256, Salsa20/256), ensures that sendgiteeremains protected, aligning with Secure Access
Service Edge (SASE) principles.
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Why Edge Intelligence Outshines Legacy Approaches

Traditional SBAVAN edge devices and legacy networking solutions, such as-bARBES systems, often require
dedicated hardware for each network function, leading to higher costs, increased complexity, and limited flexibility.

For example, deploying a sepgeafirewall, wireless controller, and VoIP server at each branch site demands
AAAYATFAOLYG Ay@SadyYSyid Ay KIENRgFENB FyR 2y32Ay3a YIAYyDd
collapsesthese functions into a single, software-driven platform, delivering the same capabilities with greater

efficiency.

Moreover, legacy solutions lack the virtualization, and optimization features that Edge Intelligence provides. First
generation SBAVANs focused on basic connectivity over broadband, while segendration solutionsintroduced

cloudy G A @S OF LI 0AfAGASA odzi adAff FgérerationdappRobich, wikhyEdg8 R3 S
Intelligence at its core, combines NFV, WAN optimization, and aahdispoke architecture to deliver a
O2YLINBKSYaA@dsS aztdziazy GKIF(GQa ndsdes. RéaNoAd2ANflicatiirs foRERIger v R &
Intelligence

Real-World Applications for Edge Intelligence

Edgelntelligenceis particularly impactful for businesseswith distributed operations or complex networking
needs. For example:

» Retail ChainsA retail business with multiple stores can use Edge Intelligence to manage wireless networks,
process payments via secure VPNs, and run VolIP services for customer swgpfoam a single edge device
perlocation.

+ Healthcare ProvidersHospitals and clinics can deploy soft PBXs for internal communications and host
network managers to ensure secure, reliable connectivity for patient data systems, all while minimizing
hardwarecosts.

+ Service ProvidersManaged service providers (MSPs) can leverage Edge Intelligence to offetemanti
solutions, isolating customer environments on shared infrastructure while reducing the number of déheges
need to support.

Wrap | Edge Intelligence as the Future of SD-WAN
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versatile, NF\powered platform that supports a wide range of applications and services. By consoligestingrk

functions, embracing hardwaragnostic flexibility, and integrating with advanced tools like llluminatel Juggler,

Edge Intelligence delivers unparalleled cost savings, operational simplicity, and performance. For businesses seeking
G2 Y2RSNYATS GKSANI ySiig2Nylazx Y20S gl & FNBY LINPLNRSGI
Smart SBAVAN with Edge Intelligence is the ultimate solution.
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Nepean Networks' Experience Intelligence

Elevating User Experience in Smart SD-
WAN

Experience Intelligence

bSLISIyYy bSig2-WANSstategyYhtrddilices EXperience Intelligence, enhancing user experience
during network congestion. It employs-directional Quality of Service (QoS) for: Crystahr voice quality,
Optimal application performance, Consisteannectivity. This feature is crucial for businesses reliant on
reattime applicationdike videoconferencingand VolP showcasindhow Experiencéntelligencetransforms
usercentricnetworking.

What is Experience Intelligence?

Experience Intelligence isthe userz Odza SR 02 NB 2 BmartSRIAN, ylesignBdit@ehidiica Q
user experience under varying network conditions. Unlike traditiona\V@\, it uses advanced QoS
mechanisms, adaptive algorithms, and raale link monitoring to ensure reliability for critical applications.

Key Features of Experience Intelligence

2 3 S

BI-DIRECTIONAQOSNITH ADAPTIVBANDWIDTH INTELLIGENPATH
FAIRNESS ALLOCATION DETERMINATION
CrystalClearVoiceby Default Monitoring LinkPerformance Optimizes Traffic Paths
Fair Resource Allocation AdjustingTrafficin RealTime EnsuresStability

Business Benefits of Experience Intelligence

e S O <

UNPARALLELMODICE RESILIENCEDER COSEFFICIENCY SCALABILITROR
AND VIDEO QUALITY CONGESTION GROWTH
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