
 

  

 
Smart  SD- WAN from 

Nepean Networks  
 Empowering MSPs with  Intelligent  Networking Solutions  

 
 
 
 
 

 

Network  
Traffic 

Intelligence  

 
 

 

Infrastructure  
 
 
 
 

 
Cloud 

Intelligence  
 
 

 
Connectivity 
Intelligence  

Cyber 
Intelligence  

 
 
 
 

 
EDGE 

Intelligence  
 
 
 

 
Experience 
Intelligence  



Copyright © 2025 Nepean Networks SD-WAN E-Book v2.1.  

 

Table of  Contents  

Overview of Smart SD-WAN with Advanced Supportability & Intelligence Redefined ...................................................... 1 

Discover how Nepean Networks' Smart SD-WAN uses machine learning & advanced features 

to empower MSPs with smarter, faster, & reliable connections ......................................................................................... 1 

The Evolving Demands of Last Mile Networking .................................................................................................................. 1 

Core Intelligences |  Empowering MSPs with Advanced SD-WAN Capabilities ................................................................ 2 

1. Network Intelligence .................................................................................................................................................... 2 

2. Traffic Intelligence ........................................................................................................................................................ 3 

3. Cyber Intelligence......................................................................................................................................................... 3 

4. Edge Intelligence ......................................................................................................................................................... 4 

5. Experience Intelligence ...............................................................................................................................................4 

6. Connectivity Intelligence ........................................................................................................................................... 5 

7. Cloud Intelligence ....................................................................................................................................................... 5 

8. Infrastructure & Troubleshooting Intelligence ........................................................................................................... 6 

 

Why bŜǇŜŀƴΩǎ Smart SD-WAN Changes the Game ............................................................................................................ 6 

Wrap |  Empower Your Network Today ................................................................................................................................. 6 

1. Nepean Networks' Network Intelligence |  Powering the Smart SD-WAN Strategy ................................................... 7 

Discover How Nepean Networks' Smart SD-WAN Revolutionizes Modern Networking with 

Network Intelligence .............................................................................................................................................................. 8 

Understanding Network Intelligence .................................................................................................................................... 8 

Key Features of Network Intelligence ................................................................................................................................... 8 

Flexible Topology Support ..................................................................................................................................................... 9 

Extending Beyond Traditional Branch Networking .............................................................................................................. 9 

The Advantages |  Performance, Reliability, and Cost Savings .......................................................................................... 9 

Why Choose Nepean bŜǘǿƻǊƪǎΩ Smart SD-WAN Over Legacy Solutions ........................................................................ 10 

Wrap |  A Multi-Role Platform for Modern Enterprises ....................................................................................................... 10 

2. Nepean Networks' Traffic Intelligence |  Empowering Smart SD-WAN with AI Driven Insights ............................... 11 

Discover How Traffic Intelligence Drives Smarter SD-WAN Solutions with AI Insights .................................................. 12 

Where AI Meets Analytics |  The Illuminate Foundation .................................................................................................. 12 

Over 40 Real-Time Dashboards for Comprehensive Visibility .......................................................................................... 12 

Deeper Performance Analysis with Grafana-Based Metrics ............................................................................................ 13 

From Reactive Troubleshooting to Proactive Optimization .............................................................................................. 14 

3. Nepean Networks' Cyber Intelligence |  Fortifying Smart SD-WAN with Vendor-Agnostic 

Security ............................................................................................................................................................................... 15 

Strengthen Network Security with Nepean Networks' Vendor-Agnostic Cyber Intelligence for Smart 

SD-WAN .............................................................................................................................................................................. 16 

The Foundation of Cyber Intelligence |  Vendor-Agnostic Security .............................................................................. 16 

The Service Chain Advantage |  Flexibility and Resilience .............................................................................................. 16 

Seamless Integration with Existing Workflows ................................................................................................................ 17 

Enhancing {ŜŎǳǊƛǘȅ ǿƛǘƘ LƭƭǳƳƛƴŀǘŜΩǎ Real-Time Insights ................................................................................................ 17 



Copyright © 2025 Nepean Networks SD-WAN E-Book v2.1.  

 

Strategic Benefits for Businesses & MSPs ........................................................................................................................ 18 

A Future-Proof Approach to Network Security.................................................................................................................. 19 

4. Nepean Networks' Edge Intelligence |  Redefining Smart SD-WAN with Versatile Edge 

Capabilities ......................................................................................................................................................................... 20 

Discover How Nepean Networks Enhances SD-WAN with Innovative Edge Intelligence for Improved 

Networking ......................................................................................................................................................................... 21 

What is Edge Intelligence? ................................................................................................................................................. 21 

Key Capabilities of Edge Intelligence ................................................................................................................................ 21 

Multi-Functional NFV Platform ......................................................................................................................................... 21 

Hardware-Agnostic Flexibility ........................................................................................................................................... 22 

Seamless LƴǘŜƎǊŀǘƛƻƴ ǿƛǘƘ bŜǇŜŀƴΩǎ Ecosystem ............................................................................................................. 22 

The Business Impact of Edge Intelligence ........................................................................................................................ 22 

Why Edge Intelligence Outshines Legacy Approaches .................................................................................................... 23 

Real-World Applications for Edge Intelligence ................................................................................................................. 23 

Wrap |  Edge Intelligence as the Future of SD-WAN ........................................................................................................ 23 

5. Nepean Networks' Experience Intelligence |  Elevating User Experience in Smart SD-WAN ................................. 24 

Discover how Nepean Networks' Smart SD-WAN redefines user experience with Experience 

Intelligence for seamless business communication ......................................................................................................... 25 

What is Experience Intelligence? ........................................................................................................................................ 25 

Key Features of Experience Intelligence ............................................................................................................................. 25 

Bi-Directional QoS with Fairness ........................................................................................................................................ 25 

Adaptive Bandwidth Allocation ........................................................................................................................................... 26 

Intelligent Path Determination ............................................................................................................................................ 26 

Business Benefits of Experience Intelligence .................................................................................................................... 27 

Why Experience Intelligence Outshines Traditional Solutions ......................................................................................... 27 

Real-World Applications for Experience Intelligence ........................................................................................................ 27 

Wrap |  Experience Intelligence as the Heart of User-Centric SD-WAN .......................................................................... 28 

6. Nepean Networks' Connectivity Intelligence |  Powering a Resilient & Efficient Smart SD-WAN .......................... 29 

Discover how Nepean Networks' Connectivity Intelligence enhances Smart SD-WAN for superior 

performance & resilience .................................................................................................................................................... 30 

What is Connectivity Intelligence? ...................................................................................................................................... 30 

Key Features of Connectivity Intelligence .......................................................................................................................... 30 

Smart Bonding & Aggregation for Maximum Bandwidth ................................................................................................... 30 

Instant Failover with Zero Session Drops ........................................................................................................................... 31 

Algorithms to Mitigate Last-Mile Issues.............................................................................................................................. 31 

Business Benefits of Connectivity Intelligence .................................................................................................................. 32 

Why Connectivity Intelligence Stands Out ........................................................................................................................ 32 

Real-World Applications of Connectivity Intelligence ....................................................................................................... 32 

Wrap |  Connectivity Intelligence as the Future of SD-WAN ............................................................................................. 33 

7. Nepean Networks' Cloud Intelligence |  The Operational Nerve Center of Smart SD-WAN .................................... 34 

Discover how Nepean Networks' Cloud Intelligence revolutionizes SD- WAN management with 

seamless connectivity & streamlined operations ............................................................................................................. 35 

What is Cloud Intelligence? ................................................................................................................................................. 35 

Key Features of Cloud Intelligence ..................................................................................................................................... 35 



Copyright © 2025 Nepean Networks SD-WAN E-Book v2.1.  

 

Multi-Tenant & Hierarchical Management ......................................................................................................................... 35 

Zero-Touch Provisioning with Juggler ................................................................................................................................. 36 

NOC Mode with RAG Status Icons .................................................................................................................................... 36 

Integrated Notification Systems ......................................................................................................................................... 36 

Single Pane of Glass for Comprehensive Visibility ............................................................................................................ 36 

Integration with bŜǇŜŀƴΩǎ Ecosystem ................................................................................................................................ 37 

Business Benefits of Cloud Intelligence ............................................................................................................................. 37 

Why Cloud Intelligence Outshines Traditional Solutions .................................................................................................. 37 

Real-World Applications for Cloud Intelligence................................................................................................................. 37 

Wrap |  Cloud Intelligence as the Future of Network Management .................................................................................. 37 

8. Nepean Networks' Infrastructure & Troubleshooting Intelligence |  Empowering MSPs with 

Advanced Smart SD-WAN Management .......................................................................................................................... 38 

Discover How Nepean Networks' Smart SD-WAN Streamlines Network Management and 

Troubleshooting for MSPs .................................................................................................................................................. 39 

What is Infrastructure & Troubleshooting Intelligence? .................................................................................................. 39 

Key Features of Infrastructure & Troubleshooting Intelligence ....................................................................................... 39 

Secure Connect for Remote Infrastructure Management .............................................................................................. 39 

Advanced Diagnostic Capabilities ..................................................................................................................................... 40 

Integration with bŜǇŜŀƴΩǎ Smart SD-WAN Ecosystem .................................................................................................... 40 

Business Benefits of Infrastructure & Troubleshooting Intelligence .............................................................................. 40 

Why Infrastructure & Troubleshooting Intelligence Outshines Traditional Solutions ................................................... 41 

Real-World Applications of Infrastructure & Troubleshooting Intelligence ................................................................... 41 

Wrap |  Infrastructure & Troubleshooting Intelligence as an MSP Game-Changer ......................................................... 41 

FAQ ....................................................................................................................................................................................... 42 

Final Thoughts |  Transforming Networking with Nepean Networks' Smart SD-WAN .................................................... 44 

A New Era of Intelligent Networking ................................................................................................................................... 44 

Breaking Free from Legacy Constraints .............................................................................................................................. 44 

Empowering MSPs & Businesses Alike .............................................................................................................................. 44 

Looking Ahead |  The Future of Networking with Nepean ................................................................................................. 45 

Call to Action |  Embrace the Future Today ....................................................................................................................... 45 



Copyright © 2025 Nepean Networks SD-WAN E-Book v2.1.  
 

1 

Overview  of  Smart  SD-WAN with  Advanced 
Supportability  & Intelligence  Redefined  

Discover how Nepean Networks' Smart SD -WAN uses machine 

learning & advanced features to empower MSPs with smarter, 

faster, & reliable connections 

 
In an era where digital transformation demands agile, secure, and intelligent networking, Managed Service 

Providers (MSPs) face unprecedented challenges. Traditional SD-WAN solutions often fall short τ burdened by 

vendor lock-in, limited scalability, and reactive management. 

 

Nepean bŜǘǿƻǊƪǎΩ Smart SD-WAN redefines the landscape. By integrating machine learning, multi-domain 

intelligence, and vendor-agnostic flexibility, it delivers a smarter, faster, and more resilient networking experience. 

 
bŜǇŜŀƴΩǎ platform enables MSPs to manage complex WAN environments efficiently and with minimal resources. 

Key innovations include AI-driven analytics through Illuminate, flexible security chaining, and the Antares multi-

tenant management portal for centralised visibility and control. 

 

By separating the SD-WAN and security planes, Nepean empowers MSPs to customise solutions, reduce 

operational costs, and enhance user experiences τ positioning them as strategic partners in their ŎƭƛŜƴǘǎΩ 

success. Whether extending networks to cloud workloads, bonding diverse last-mile connections, or providing 

sub-second failover, Smart SD-WAN transforms networking from a commodity into a competitive advantage. 

MSPs can brand, scale, and support their services independently τ free from the limitations of telcos or SaaS 

giants. 

 

The Evolving Demands of Last  Mile  Networking  

 

The modern last-mile network is a living ecosystem spanning branch offices, data centres, cloud environments, and 

remote sites. Hybrid workforces, real-time applications such as VoIP and video conferencing, and escalating cyber 

threats have amplified the need for intelligent WAN solutions. Yet, many SD-WAN vendors offer only basic 

automation, leaving MSPs to struggle with unnecessary complexity, downtime, and rigid security frameworks. 

 
Nepean Networks addresses these challenges with Smart SD-WAN τ a cloud-native platform engineered 

specifically for MSPs. Leveraging machine learning and advanced intelligence across nine key domains, it ensures 

networks are not only connected but continuously optimised in real time. 

This white paper explores the ǇƭŀǘŦƻǊƳΩǎ core capabilities, demonstrating how it empowers MSPs to deliver 

business-grade connectivity with speed, efficiency, and security. 

 

At its heart, Smart SD-WAN is about empowerment τ giving MSPs the tools to build branded, scalable offerings 

without vendor lock-in. With global Points of Presence (PoPs) in over 52 locations, carrier independence, and 

seamless integration with hybrid environments, Nepean sets a new standard for SD-WAN innovation. 
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1. Network  Intelligence  

Nepean Networks' Smart SD-WAN platform is engineered to provide MSPs with a flexible, scalable, and 

intelligent networking solution. By separating the SD-WAN and security planes, we enable seamless integration 

of diverse connectivity options, robust security, and centralized management. Our cloud-native fabric delivers 

sub-second failover, application-aware routing, and comprehensive visibility, all while allowing MSPs to brand 

and customize services for their customers. Below, we outline the key intelligences that form the foundation of 

our platform, ensuring optimal performance, security, and operational efficiency. 
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  elligen  Our cloud-native fabric delivers sub-second failover, 

application-aware routing, and deep visibility τ enabling 
MSPs to brand, customise, and control services with 
confidence. Together, these core intelligences form a 
unified framework that enhances performance, strengthens 
security, and simplifies operations. 
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2. Traffic  Intelligence  

bŜǇŜŀƴΩǎ LƭƭǳƳƛƴŀǘŜ ŀŘŘ-on integrates AI-driven Layer 7 Deep Packet Inspection (DPI) analytics, providing real-time 

visibility into network traffic, application usage, and potential threats. This transforms monitoring from reactive to 

proactive, with advanced traffic control and insights. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

3. Cyber  Intelligence  

{ŜŎǳǊƛǘȅ ƛƴ bŜǇŜŀƴΩǎ {ƳŀǊǘ {5-WAN is fully vendor-agnostic, allowing MSPs to integrate preferred firewall solutions 

via service chainingτwhether centralized at the core or distributed at the edge. This separation of the security plane 

from the SD-WAN plane avoids vendor lock-in and enables flexible, robust protection. 
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4. Edge Intelligence  

The Nepean SD-WAN edge node serves as a vendor-agnostic virtualization platform, running on Debian or 

OpenSUSE and capable of hosting any Linux x86-based application or container. 

 
 
 
 
 
 
 
 
 
 
 
 

 
5. Experience  Intelligence  

bŜǇŜŀƴΩǎ bi-directional QoS with fairness ensures uncompromising user experience, prioritizing critical 

applications and adapting to network conditions. 
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6. Connectivity Intelligence  

Nepean Networks is fully last-mile agnostic, supporting any ISP and mediumτfiber, Starlink, LTE (4G/5G), xDSL, 

MPLS, fixed wireless, or satelliteτfor vendor-agnostic connectivity. 

 
 
 
 
 
 
 
 
 
 
 
 

 
7. Cloud  Intelligence  

The Antares multi-tenant management portal is the operational nerve center of bŜǇŜŀƴΩǎ Smart SD-WAN, offering 

centralized visibility and control. 
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8. Infrastructure  & Troubleshooting  Intelligence  

With Antares SecureConnect, MSPs gain secure remote access to upstream and downstream infrastructure, 

streamlining management without on-site visits. 

 
 
 
 
 
 
 
 
 
 
 
 

 
Why Nepeanôs Smart  SD-WAN Changes  the Game 

By combining automation, machine learning ,and a complete set of άƛƴǘŜƭƭƛƎŜƴŎŜǎέΣ bŜǇŜŀƴΩǎ Smart 

SD-WAN offers MSPs a way to deliver business-grade networking without the cost, complexity, or 

manpower traditionally required. 

 
This ƛǎƴΩǘ just about connecting sitesτƛǘΩǎ about ensuring those connections are: 

 Smarter 
 More secure 
 Easier to manage 
 Optimised for the best possible experience 

 
In an era where network downtime costs money and poor performance costs customers, Nepean 

Networks delivers the intelligence that makes SD-WAN truly Smart. 

 

Wrap  | Empower Your Network Today 

 
Nepean Networks' Smart SD-WAN is more than a product; it's a partnership for MSP success. By 

integrating advanced intelligence with unmatched flexibility, it ensures networks are smarter, more 

secure, and easier to manage. 
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Nepean Networks'  Network  Intelligence  

Powering the Smart SD-WAN Strategy 
 
 
 

 
Understanding  Network  Intelligence  in  Nepeanôs Smart  SD-WAN 

 
Lƴ ǘƻŘŀȅΩǎ ƘȅǇŜǊ-connected business landscape, where businesses juggle complex multi-site operations, cloud 

integrations, and remote workforces, traditional networking solutions like MPLS and VPNs often fall short. Enter 

bŜǇŜŀƴ bŜǘǿƻǊƪǎΩ {ƳŀǊǘ {5-WAN, a cutting-edge platform that redefines connectivity through its core 

components. 

 

Understanding  Network  Intelligence  
 

At the heart of Nepean bŜǘǿƻǊƪǎΩ Smart SD-WAN lies Network Intelligence, which delivers 

robust Private WAN (PWAN) functionalities. 

 
Key Features  of  Network  Intelligence  

 
Multi-tenant segmentation: Secure isolation and management of different customers, 

departments, or environments within the same infrastructure. 

Flexible topology support: Choose from hub-and-spoke, full mesh, or hybrid topologies to fit 

your network architecture. 

Insightful topologies: Aligned with Antares integration for complete control and visibility. 

 
Extending  Beyond  Traditional  Branch  Networking  

 
Extend secure overlays to cloud workloads, multiple data centres, and diverse business 

scenarios τ all without redesigning the network. 

 

The Advantages  | Performance,  Reliability  & Cost  Savings  

 

Enhanced performance and QoS - Bi-directional QoS rules ensure consistent application 

performance. 

Unmatched reliability - Instant failover within 300ms and carrier independence. 

Cost control and POI - Instant failover within bŜǇŜŀƴΩǎ carrier-neutral network. 

Robust security - Encryption and packet distribution across bonded links add resilience. 

Cost efficiency and RQI - Select the most cost-effective carriers for each site. 

Integration with next-gen firewalls - Secure Access Service Edge (SASE) principles built in. 
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Discover How Nepean Networks' Smart SD -WAN 

Revolutionizes  Modern  Networking  with  Network  Intelligence  

Lƴ ǘƻŘŀȅΩǎ ƘȅǇŜǊ-connected business landscape, where organisations manage complex multi-site operations, cloud 

integrations, and remote workforces, traditional networking solutions such as MPLS and VPNs often fall short. 

 
bŜǇŜŀƴ bŜǘǿƻǊƪǎΩ {ƳŀǊǘ {5-WAN is a cutting-edge platform that redefines connectivity through its core capability: 

Network Intelligence. This intelligent layer embeds true Private WAN (PWAN) functionality, enabling seamless, 

secure, and scalable networking that extends far beyond conventional branch architectures. 

 
5ǊŀǿƛƴƎ ƻƴ bŜǇŜŀƴΩǎ ƛƴƴƻǾŀǘƛƻƴ ƛƴ t²!b ǎƻƭǳǘƛƻƴǎΣ Network Intelligence transforms SD-WAN into a versatile, 

multi-role platform purpose-built for modern enterprises. This technology delivers efficiency, flexibility, and 

performance that surpass legacy systems. 

 

Understanding  Network  Intelligence  

!ǘ ǘƘŜ ƘŜŀǊǘ ƻŦ bŜǇŜŀƴ bŜǘǿƻǊƪǎΩ {ƳŀǊǘ {5-WAN lies Network Intelligence, providing robust PWAN capabilities. 

Unlike traditional SD-WAN deployments that rely on public internet links τ often exposed to latency and security 

risks τ bŜǇŜŀƴΩǎ t²!b ŎǊŜŀǘŜǎ ŀ Ǿƛrtualised network overlay using private IP connections. This ensures dedicated, 

secure communication channels between business sites, data centres, cloud environments, and isolated remote 

locations. 

 
Network Intelligence goes beyond basic connectivity by integrating dynamic traffic management, Network Function 

Virtualisation (NFV), and proprietary link aggregation technology. 

 
.ǳƛƭŘƛƴƎ ƻƴ bŜǇŜŀƴΩǎ ŜǾƻƭǳǘƛƻƴ ŦǊƻƳ at[{ ǘƻ {5-WAN, this intelligence enables businesses to move beyond the 

constraints of costly, carrier-locked networks. The result is a customisable, cost-efficient solution that prioritises 

data privacy, low latency, and predictable performance τ ideal for industries with strict compliance requirements 

such as finance, healthcare, and retail. 

 

Key Features  of  Network  Intelligence  

bŜǇŜŀƴ bŜǘǿƻǊƪǎΩ bŜǘǿƻǊƪ LƴǘŜƭƭƛƎŜƴŎŜ ƛǎ ōǳƛƭǘ ŦƻǊ ǾŜǊǎŀǘƛƭƛǘȅΣ ŜƴǎǳǊƛƴƎ {ƳŀǊǘ {5-WAN adapts to diverse business 

environments without compromising security or efficiency. 

 
Its standout elements include: Multi-Tenant Segmentation 

Network Intelligence enables secure isolation and management of multiple customers, departments, or 

environments within a shared infrastructure. This capability is especially valuable for multi-tenant environments, 

where organisations must segregate traffic for compliance or operational control. 

 
For example, a business with multiple divisions can use PWAN overlays to isolate traffic, preventing data leakage 

ǿƘƛƭŜ ƳŀƛƴǘŀƛƴƛƴƎ ŎŜƴǘǊŀƭƛǎŜŘ Ǿƛǎƛōƛƭƛǘȅ ǘƘǊƻǳƎƘ bŜǇŜŀƴΩǎ ƛƴǘǳƛǘƛǾŜ ƳŀƴŀƎŜƳŜƴǘ ǇƻǊǘŀƭΦ 

 
Security is reinforced with encryption options such as HMAC, AES-128/256, and Salsa20/256, providing layered 

protection even when bonding connections from different carriers. 
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Flexible Topology  Support  

Gone are the days of rigid network designs. Network Intelligence supports hub-and-spoke, full-mesh, and hybrid 

topologies to suit any business model. In a hub-and-spoke configuration, traffic is centralised through a primary data 

centre for streamlined management and uniform security protocols. A full-mesh topology, by contrast, allows direct 

site-to-site communication, reducing latency in distributed environments. 

 
Hybrid models combine both τ enabling branch offices to communicate in a mesh, while routing cloud traffic 

through a hub for enhanced performance and control. This flexibility, powered by advanced routing engines, ensures 

seamless scalability. New sites can be deployed in under 24 hours, compared with the weeks required for MPLS 

provisioning. 

 

Extending  Beyond  Traditional  Branch  Networking  

What sets Network Intelligence apart is its ability to extend secure overlays to cloud workloads, multiple data 

centres, and individual critical sites τ all without requiring a network redesign. 

 
For example, remote warehouses or field offices can integrate effortlessly into the PWAN fabric, benefiting from the 

same performance, reliability, and visibility as core branches. This is achieved through intelligent path selection, 

which optimises routing for cloud-native applications and reduces the backhauling delays common in traditional 

MPLS. 

 
.ȅ ƭŜǾŜǊŀƎƛƴƎ ƭƛƴƪ ŀƎƎǊŜƎŀǘƛƻƴ ŀƴŘ Řŀǘŀ ŎƻƳǇǊŜǎǎƛƻƴΣ bŜǇŜŀƴΩǎ t²!b ŀǊŎƘƛǘŜŎǘǳǊŜ ōƻƻǎǘǎ ǘƘǊƻǳƎƘǇǳǘ ōȅ ǳǇ ǘƻ 

400%, ensuring consistent performance for bandwidth-heavy services such as VoIP, video conferencing, and CRM 

systems. 

 

The Advantages  | Performance, Reliability, and Cost Savings 

Network Intelligence is not just about features τ ƛǘΩǎ about delivering measurable business outcomes. By combining 
SD-WAN agility with t²!bΩǎ private infrastructure, Nepean Networks provides a level of performance 
and reliability that legacy technologies cannot match. 

 
 Enhanced Performance and QoS: Bi-directional Quality of Service (QoS) rules enable traffic prioritisation for 

both internal and external applications. Combined with data compression and intelligent routing algorithms, 

Smart SD-WAN achieves faster speeds and lower latency τ outperforming traditional VPNs that often suffer 

from manual configuration and inconsistent throughput. 

 
 Unmatched Reliability: Instant failover within 300 ms detects line faults and reroutes traffic across aggregated 

carrier links. This carrier independence provides built-in redundancy, avoiding the single-provider constraints 

that limit MPLS resilience. 

 
 Cost Control and ROI: Businesses can choose the most affordable carriers for each site, reducing costs 

associated with dedicated MPLS lines. The centralised management portal simplifies network administration, 

cutting overheads and enabling rapid scalability τ without the need for proprietary hardware. 

 
 Robust Security: Beyond encryption, packet distribution across bonded links provides an additional layer of 

defence against cyber threats. Integration with next-generation firewalls such as Clavister strengthens this 

further, aligning with Secure Access Service Edge (SASE) principles for modern enterprise protection. 
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These benefits position Network Intelligence as a future-proof solution τ optimised for cloud environments and 

designed to meet the demands of evolving business models. 

 
As organisations embrace hybrid work strategies, the ability to manage growing traffic volumes without downtime 

becomes a clear competitive advantage. 

 

Why Choose  Nepean Networksô Smart  SD-WAN Over Legacy 

Solutions  

The transition from MPLS to SD-WAN, as demonstrated by Nepean Networks, exposes the limitations of traditional 

technologies τ including high costs, inflexibility, and bandwidth constraints. 

 
While MPLS once served as the benchmark for private networking, its circuit-switched complexity and dependence 

on single-carrier providers create expensive overheads and scalability challenges. 

 
Similarly, traditional VPNs, though lower in cost, require manual maintenance and lack the performance benefits 

ƻŦŦŜǊŜŘ ōȅ ŎƻƳǇǊŜǎǎƛƻƴΣ ǘǊŀŦŦƛŎ ƻǇǘƛƳƛǎŀǘƛƻƴΣ ŀƴŘ vǳŀƭƛǘȅ ƻŦ {ŜǊǾƛŎŜ όvƻ{ύΦ Lƴ ŎƻƴǘǊŀǎǘΣ bŜǇŜŀƴ bŜǘǿƻǊƪǎΩ bŜǘǿƻǊƪ 

Intelligence delivers an always-on, carrier-agnostic, and customisable private network. 

 
Built on a PWAN foundation, it gives businesses the tools to build resilient infrastructures that scale effortlessly τ 

whether expanding into new locations, integrating cloud applications, or ensuring seamless failover for mission-

critical services. 

 

Wrap | A Multi-Role Platform for Modern Enterprises 

bŜǇŜŀƴ bŜǘǿƻǊƪǎΩ bŜǘǿƻǊƪ LƴǘŜƭƭƛƎŜƴŎŜ ǘǊŀƴǎŦƻǊƳǎ {ƳŀǊǘ {5-WAN from a connectivity solution into a 

comprehensive networking platform. 

 
Its PWAN capabilities τ including multi-tenant segmentation, flexible topologies, and extensions beyond traditional 

branch networking τ ǇǊƻǾƛŘŜ ǳƴƳŀǘŎƘŜŘ ŀŘŀǇǘŀōƛƭƛǘȅ ƛƴ ǘƻŘŀȅΩǎ ŜǊŀ ƻŦ ŘƛƎƛǘŀƭ ǘǊŀƴǎŦƻǊƳŀǘƛƻƴΦ 

 
By combining link aggregation, instant failover, and customisable QoS, it delivers the flexibility, performance, and 

security that modern businesses demand. For organisations ready to move beyond the limitations of legacy 

infrastructure, Nepean Networks offers a truly transformative path forward. 



 

 

Nepean Networks'  Traffic  Intelligence 

Empowering Smart SD-WAN with AI-

Driven Insights 
 

 
Transforming  Network  Management  with  Traffic  Intelligence  

 
Nepean bŜǘǿƻǊƪǎΩ Smart SD-WAN strategy is driven by Traffic Intelligence, powered by the Illuminate platform. 

 
Where  AI Meets  Analytics  ð The Illuminate  Foundation  

 
 
 
 

 

DPI ENGINE: 

Identifies applications, 

protocols, hostnames, 

and traffic types. 

INFORMATICS ENGINE: 

Aggregates data for 

device discovery, 

application analysis, 

and risk assessment. 

DATA FEEDS: 

Delivers intelligence on 

domains, IPs, platforms, 

and protocols. 

APPLICATION 

PERFORMANCE METRICS: 

Provides real-time 

protocol analysis and 

hostname visibility. 

 

Over  40 Real-Time Dashboards  for  Comprehensive  Visibility  
 
 
 
 
 

 

INVENTORY AND 

ASSET TRACKING: 

Automatically detects and 

catalogs all devices on network 

BANDWIDTH USAGE B SITE 

USER OR APPLICATION: 

Gain tailored reports on 

bandwidth consumption 

CYBER SECURITY THREAT 

MONITORING: 

Uses machine learning to 

identify cyber risks in real time 

Deeper  Performance  Analysis  with  Grafana -Based  Metrics  
 
 
 
 
 

BIT RATE, LATENCY AND 

JITTER: 

Monitor data transfer speeds, 

Delays 

PACKET LOSS AND 

UTILIZATION: 

Track dropped packets and 

resource usage 

EXPERIENCE SCORING AND 

CHANGE TRACKING: 

Assign scores to user experience 

and track changes 
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Discover  How Traffic  Intelligence  Drives  Smarter  SD-WAN 

Solutions with AI Insights  

In the dynamic world of modern networking, where businesses rely on seamless connectivity, security, and 

performance, Nepean Networks stands out with its innovative Smart SD-WAN strategy. At the core of this approach 

is Traffic Intelligence, a sophisticated add-on powered by the Illuminate platform. This system blends artificial 

intelligence with advanced analytics to deliver unprecedented visibility and control over network traffic. By 

transforming raw data into actionable insights, Traffic Intelligence shifts network management from reactive 

firefighting to proactive optimization, ensuring businesses stay ahead of threats, bottlenecks, and inefficiencies. 

 
Traffic Intelligence is more than just monitoringτit's a comprehensive toolkit designed for today's distributed, 

cloud-centric environments. Through Illuminate's AI-infused Deep Packet Inspection (DPI) engine, it provides real-

time transparency into network activities without compromising privacy or performance. Let's explore how this 

powerful feature set elevates SD-WAN deployments. 

 

Where AI Meets  Analytics  | The Illuminate Foundation 

Nepean Networks' Illuminate is the corner stone of Traffic Intelligence, combining a lightweight DPI engine with 

cloud-based informatics and data feeds to unlock deep network insights. This three-tier solution stack starts with 

the DPI engine, which identifies applications, protocols, hostnames, encryption ciphers, and other key attributes 

directly on network devices. It integrates seamlessly for tasks like traffic identification, firewalling, Quality of Service 

(QoS), and cybersecurity. 

 
The informatics engine then aggregates this data in the cloud, turning it into meaningful analytics for device 

discovery, application analysis, and risk assessment. Finally, data feeds offer intelligence on thousands of 

popular applications, including domains, IPs, CDNs, platforms, and protocols. Crucially, Illuminate focuses solely on 

metadataτstatistics and summaries of flow dataτavoiding the capture of actual transmitted content to ensure 

compliance with data protection standards like PCI DSS and HIPAA. 

 
This AI-driven approach goes beyond traditional tools, using machine learning to detect anomalies, predict threats, 

and optimize usage patterns. For instance, it can pinpoint unauthorized VPNs, rogue DHCP services, or even 

compromised IoT devices that might evade endpoint security agents. 

 

Over 40 Real-Time Dashboards  for  Comprehensive  Visibility  

One of Illuminate's standout features is its extensive suite of over40real-time dashboards, tailored to provide 

granular insights across key areas. These dashboards empower IT teams and MSPs to monitor and manage networks 

with precision, turning complex data into intuitive visualizations. 

 
 Inventory and Asset Tracking: Illuminate automatically detects and catalogs all devices on the network, from 

laptops and smartphones to IoT gadgets like cameras, printers, and smart watches. It tracks attributes such 

as vendor, category, IP and MAC addresses, discovery times, and last-seen timestamps. This creates a dynamic 

inventory that helps identify unauthorized devices, such as rogue wireless access points that could interfere 

with operations. In policy enforcement scenarios, it flags violations like prohibited activities (e.g., torrent 

downloads or crypto-mining), providing logs for compliance or disciplinary actions. 
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 Bandwidth Usage by Site, User, or Application: Gain tailored reports on bandwidth consumption segmented by 

user, group, application, device type, OS, protocol, and more. Illuminate's DPI excels at identifying bandwidth 

hogs, breaking down usage into uploads and downloads. Name resolution reports detail internet connections, 

categorizing them by business vs. social media use, and even geolocating connections to highlight global 

patterns. This level of detail is invaluable for optimizing resources and enforcing productivity policies. 

 
 Cybersecurity Threat Monitoring: Using machine learning, Illuminate identifies cyber risks, malware, and 

risky behaviors in real-time. It detects access to known command-and-control servers for botnets, outdated 

protocols vulnerable to exploits, and data leaks from IoT devices or browsers with "call home" features. Out-of-

band analysis spots sophisticated malware that disables endpoint agents, offering early warnings against 

ransomware or other attacks. It also audits DHCP and DNS servers to uncover rogue services or man-in-the-

middle threats, and highlights dark web access or legacy protocols like SMBv1 that propagate vulnerabilities. 

 
 Application Performance Metrics: Deep packet inspection accurately identifies applications in use, providing 

real-time protocol analysis and hostname visibility from various traffic flows. Dashboards reveal application-

specific metrics, enabling administrators to prioritize critical tools like video calls or cloud services while 

throttling non-essential ones. 

 
These dashboards are accessible via a user-friendly portal, making advanced analytics available to businesses of 

all sizes without requiring extensive expertise. 

 

Deeper  Performance  Analysis  with  Grafana -Based  Metrics  

For those needing even more detailed scrutiny, Traffic Intelligence integrates a Grafana-based metrics engineτpart 

of the Antares platformτto deliver in-depth performance visibility. Antares serves as the command center for SD-

WAN management, extending Illuminate's capabilities with intuitive graphs that span timeframes from one minute 

to one year. Key metrics include: 

 
 Bit Rate, Latency, and Jitter: Monitor data transfer speeds, delays, and variations in real-time to ensure 

smooth performance for latency-sensitive applications like VoIP or video conferencing. 

 
 Packet Loss and Utilization: Track dropped packets and resource usage to identify bottlenecks or overutilization, 

preventing downtime and optimizing link aggregation across multiple ISPs (e.g., fiber, LTE, fixed wireless). 

 
 Experience Scoring and Change Tracking: Assign scores to user experience based on QoS metrics and track 

changes over time. This helps detect subtle degradations, such as recurring packet loss at remote sites, allowing 

for proactive adjustments. 

 
Integration with Antares also supports zero-touch provisioning via Nepean Networks' Juggler service, simplifying 

deployments and enabling remote management of upstream (modems, routers) and downstream (access points, 

switches) devices. In real-world tests, this setup has prevented outages, saving hours of downtime while maintaining 

seamless failover. 
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From  Reactive  Troubleshooting  to Proactive  Optimization  

Traffic Intelligence redefines network management by evolving it from a reactive processτ waiting for issues to 

ariseτto a proactive strategy focused on prevention and enhancement. Traditional "set it and forget it" approaches 

to firewalls and SD-WAN leave vulnerabilities unpatched, rules stale, and configurations misaligned. Illuminate 

addresses this by continuously watching the firewall and network traffic, validating against best practices, and 

providing forensic tools to trace incidents back in time. 

 
For MSPs and businesses, this means reduced operational costs, faster issue resolution, and enhanced security. 

A case in point: A retail chain using Nepean Networks' SD-WAN reduced public IP usage, simplified deployments, 

and achieved zero downtime for point-of-sale systemsτall monitored through Traffic Intelligence's dashboards. 

 
In an era of relentless cyber threats and exploding data demands, Nepean Networks' Traffic Intelligence equips 

businesses with the tools to thrive. By leveraging AI, DPI, and integrated analytics, it not only illuminates the network 

but also illuminates the path to superior performance, security, and efficiency. 



 

 

Nepean Networks' Cyber Intelligence 

Fortifying Smart SD-WAN with Vendor-

Agnostic Security 
 
 
 

 
Experience  Cyber  Intelligence  

Lƴ ŀ ǊŀǇƛŘƭȅ ŜǾƻƭǾƛƴƎ ƭŀƴŘǎŎŀǇŜ ƻŦ ŎȅōŜǊǘƘǊŜŀǘǎΣ ǎŜŎǳǊƛƴƎ ōǳǎƛƴŜǎǎ ƴŜǘǿƻǊƪǎ ƛǎ ǾƛǘŀƭΦ bŜǇŜŀƴ bŜǘǿƻǊƪǎΩ 

Smart SD-WAN strategy introduces Cyber Intelligence, which decouples security from SD-WAN and 

integrates with various firewalls. This approach allows businesses and managed service providers (MSPs) 

to customize security solutions based on their specific needs and budgets, providing robust protection 

without vendor lock-in. 

 
The Foundation  of  Cyber  Intelligence  | Vendor-Agnostic Security 

 
 
 
 
 

 

OPEN-SOURCE FIREWALLS 

pfSense, OPNsense, OpenWrt, 

IPFire, MikroTik RouterOS, and 

others. 

COMMERCIAL FIREWALLS 

Clavister, WatchGuard, Check 

Point, Fortinet, Cisco, Palo 

Alto, Sophos, Juniper 

Networks, and more. 

PROPRIETARY AND CUSTOM 

SOLUTIONS 

Any Linux-based binary or 

virtualized firewall instance. 

 

Strategic  Benefits  for  Businesses  & MSPs 

 
For  Businesses  For  MSPs 

 

Tailored Security 

Freedom from Lock-In 

Cost Efficiency 

Enhanced Resilience 

Competitive Differentiation 

Operational Efficiency 

Flexible SLAs 
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Strengthen  Network  Security  with  Nepean Networks' 

Vendor -Agnostic  Cyber  Intelligence  for  Smart  SD-WAN 

Lƴ ǘƻŘŀȅΩǎ ƛƴǘŜǊ ŎƻƴƴŜŎǘŜŘ ǿƻǊƭŘΣ ǿƘŜǊŜ ŎȅōŜǊǘƘǊŜŀǘǎ ŜǾƻƭǾŜ ŀǘ ŀƴ ǳƴǇǊŜŎŜŘŜƴǘŜŘ ǇŀŎŜΣ ǎŜŎǳǊƛƴƎ ōǳǎƛƴŜǎǎ ƴŜǘǿƻǊƪǎ 

ƛǎ ŀ ŎǊƛǘƛŎŀƭ ǇǊƛƻǊƛǘȅΦ bŜǇŜŀƴ bŜǘǿƻǊƪǎΩ {ƳŀǊǘ {5-WAN strategy introduces Cyber Intelligence, a transformative 

approach to network security that leverages a vendor-agnostic service chain model. By decoupling security from SD-

WAN and integrating seamlessly with a wide range of commercial and open-source firewalls, Cyber Intelligence 

empowers businesses and managed service providers (MSPs) to tailor security solutions to their specific risk 

profiles, compliance requirements, and budgets. This open, flexible, and resilient framework ensures robust 

protection without the constraints of vendor lock-in, redefining how businesses safeguard their networks. 

 

The Foundation  of  Cyber  Intelligence  | Vendor -Agnostic  Security  

!ǘ ǘƘŜ ƘŜŀǊǘ ƻŦ bŜǇŜŀƴ bŜǘǿƻǊƪǎΩ /ȅōŜǊ LƴǘŜƭƭƛƎŜƴŎŜ ƛǎ ƛǘǎ ŎƻƳƳƛǘƳŜƴǘ ǘƻ ŀƴ ŀƎƴƻǎǘƛŎ ŀǊŎƘƛǘŜŎǘǳǊŜΦ ¢ǊŀŘƛǘƛƻƴŀƭ {5-

WAN solutions often embed proprietary security mechanisms, forcing businesses into rigid, single-vendor 

ecosystems that limit adaptability and increase costs. Nepean Networks breaks this mold by adopting a service chain 

model, allowing seamless integration with virtually any security solutionτwhether centralized at the data center or 

distributed at the network edge. This approach not only enhances security but also aligns with modern frameworks 

like Secure Access Service Edge (SASE) and Zero Trust Network Access (ZTNA). 

 
Cyber Intelligence supports an extensive array of firewalls, including: 

 
 Commercial Firewalls: Clavister, WatchGuard, Check Point, Fortinet, Cisco, Palo Alto, Sophos, Juniper 

Networks, and more. 

 
 Open-Source Firewalls: pfSense, OPNsense, OpenWrt, IPFire, MikroTik RouterOS, and others. 

 
 Proprietary and Custom Solutions: Any Linux-based binary or virtualized firewall instance. 

 
This flexibility enables businesses to mix and match security tools, combining high-end commercial firewalls at 

the core with cost-effective open-source solutions at the edge. For example, an business might deploy a Check Point 

firewall at its data center for advanced threat prevention while using pfSense at remote sites for cost-efficient 

protection. This hybrid approach ensures optimal security without unnecessary expenditure. 

 

The Service  Chain  Advantage  | Flexibility  and Resilience  

bŜǇŜŀƴ bŜǘǿƻǊƪǎΩ ǎŜǊǾƛŎŜ ŎƘŀƛƴ ƳƻŘŜƭ ƛǎ ŀ ŎƻǊƴŜǊ ǎǘƻƴŜ ƻŦ /ȅōŜǊ LƴǘŜƭƭƛƎŜƴŎŜΣ ŀƭƭƻǿƛƴƎ ǎŜŎǳǊƛǘȅ ŦǳƴŎǘƛƻƴǎ ǘƻ ƻǇŜǊŀǘŜ 

independently of the SD-WAN fabric. Unlike traditional SD-WANs that tightly couple security and networking, 

bŜǇŜŀƴΩǎ ŀǇǇǊƻŀŎƘ ǎŜǇŀǊŀǘŜǎ ǘƘŜse layers, providing several strategic advantages: 

 
 Unrestricted Access to Best-in-Class Security: Businesses can select the most suitable security solutions 

for their needs without being tied to an SD-WAN ǾŜƴŘƻǊΩǎ proprietary offerings. This freedom enables rapid 

adoption of cutting-edge tools to address emerging threats. 
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 Layered Security Architecture: By deploying multiple firewallsτsuch as a Clavister at the core and an 

OPNsense instance at the edgeτbusinesses create a multi-layered defence that mitigates risks more 

ŜŦŦŜŎǘƛǾŜƭȅΦ ¢Ƙƛǎ ǊŜŘǳƴŘŀƴŎȅ ŜƴǎǳǊŜǎ ǘƘŀǘ ŀ ŦŀƛƭǳǊŜ ƛƴ ƻƴŜ ǎŜŎǳǊƛǘȅ ƭŀȅŜǊ ŘƻŜǎƴΩǘ ŎƻƳǇǊomise the entire 

network. 

 
 Scalability and Cost Efficiency: Security and networking can be scaled independently, eliminating the need 

for costly infrastructure overhauls. Businesses can upgrade firewalls or add new security tools without disrupting 

SD-WAN operations, optimizing both performance and budget. 

 
 Alignment with Modern Security Models: The service chain model supports next-generation frameworks like 

{!{9 ŀƴŘ ½¢b!Σ ǿƘƛŎƘ ǊŜǉǳƛǊŜ ŀ ǎŜƎǊŜƎŀǘŜŘ ǎŜŎǳǊƛǘȅ ŎƻƴǘǊƻƭ ǇƭŀƴŜΦ ¢Ƙƛǎ ŜƴǎǳǊŜǎ bŜǇŜŀƴΩǎ {5-WAN is future-

proof and adaptable to evolving business needs. 

 
This decoupled architecture eliminates the single point of failure inherent in monolithic SD-WAN solutions, where a 

ǾŜƴŘƻǊΩǎ ǎŜŎǳǊƛǘȅ Ŧƭŀǿ Ŏŀƴ ŜȄǇƻǎŜ ǘƘŜ ŜƴǘƛǊŜ ƴŜǘǿƻǊƪΦ .ȅ ƛƴǘŜƎǊŀǘƛƴƎ ǿƛǘƘ ŘƛǾŜǊǎŜ ǎŜŎǳǊƛǘȅ ǘƻƻƭǎΣ /ȅōŜǊ LƴǘŜƭƭƛƎŜƴŎŜ 

enhances resilience and ensures comprehensive threat detection. 

Seamless  Integration  with  Existing  Workflows  

Cyber Intelligence is designed to integrate seamlessly with existing business security workflows, making it an ideal 

choice for organizations with established IT environments. Whether a business relies on Cisco, Fortinet, Zscaler, 

or open-ǎƻǳǊŎŜ ǎƻƭǳǘƛƻƴǎ ƭƛƪŜ ²ƛǊŜDǳŀǊŘΣ bŜǇŜŀƴΩǎ {5-WAN ensures full compatibility. This interoperability extends 

to third-party optical network terminals (ONTs), customer premises equipment (CPE), routers, switches, and access 

points, allowing businesses to preserve their existing infrastructure while adopting bŜǇŜŀƴΩǎ Smart SD- WAN. 

 
For MSPs, this compatibility is a game-changer. They can onboard clients with diverse ecosystemsτcommon in 

mergers, acquisitions, or multi-vendor environmentsτǿƛǘƘƻǳǘ ǊŜǉǳƛǊƛƴƎ Ŏƻǎǘƭȅ ƘŀǊŘǿŀǊŜ ǊŜǇƭŀŎŜƳŜƴǘǎΦ bŜǇŜŀƴΩǎ 

Juggler zero-touch provisioning tool further simplifies deployment, enabling rapid setup of SD-WAN nodes and 

security configurations using pre-configured templates and MAC address-based provisioning. This plug-and-play 

approach reduces operational complexity and accelerates service delivery, particularly for small businesses or 

remote sites with limited IT resources. 

Enhancing  Security  with  Illuminateôs Real-Time Insights  

/ȅōŜǊ LƴǘŜƭƭƛƎŜƴŎŜ ƛǎ ŀƳǇƭƛŦƛŜŘ ōȅ bŜǇŜŀƴ bŜǘǿƻǊƪǎΩ LƭƭǳƳƛƴŀǘŜ ǇƭŀǘŦƻǊƳΣ ǿƘƛŎƘ ƛƴǘŜƎǊŀǘŜǎ !L- driven Deep Packet 

Inspection (DPI) to provide real-time visibility into network traffic. Unlike static firewall validation checks, Illuminate 

continuously monitors and analyzes traffic, offering actionable insights through over 40 real-time dashboards. Key 

security features include: 

 
 Anomaly Detection: Machine learning identifies unusual traffic patterns, flagging potential threats like 

malware, unauthorized VPNs, or rogue DHCP services. This out-of-band analysis detects sophisticated 

malware that disables endpoint security agents, providing early warnings against ransomware or botnet 

activity. 

 
 Cyberthreat Forensics: LƭƭǳƳƛƴŀǘŜΩǎ ŀŘǾŀƴŎŜŘ ŦƛƭǘŜǊǎ ŀƴŘ ŦƻǊŜƴǎƛŎǎ ǘƻƻƭǎ ŀƭƭƻǿ L¢ ǘŜŀƳǎ ǘƻ ǘǊŀŎŜ ǎŜŎǳǊƛǘȅ 

incidents back in time, identifying the source of breaches or policy violations. For example, it can detect 

access to command-and-control servers or dark web connections, with IP addresses verifiable via tools like 

IBM X-Force. 

 
 Data Leak Protection: Illuminate identifies άŎŀƭƭ ƘƻƳŜέ behaviors from IoT devices, browsers, or operating 

systems, preventing unauthorized data exfiltration to unknown jurisdictions. 
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 Protocol and Application Analysis: Real-time protocol analysis and hostname visibility ensure accurate 

identification of applications and encrypted connections, flagging outdated protocols (e.g., SMBv1) that are 

vulnerable to exploits like WannaCry ransomware. 

 
¢ƘŜǎŜ ŎŀǇŀōƛƭƛǘƛŜǎ ŜƴǎǳǊŜ ǘƘŀǘ ŦƛǊŜǿŀƭƭǎ ǊŜƳŀƛƴ ǾƛƎƛƭŀƴǘΣ ŀŘŘǊŜǎǎƛƴƎ ǘƘŜ άǎŜǘ ƛǘ ŀƴŘ ŦƻǊƎŜǘ ƛǘέ ƳƛƴŘǎŜǘ ǘƘŀǘ ƭŜŀǾŜǎ 

ƴŜǘǿƻǊƪǎ ŜȄǇƻǎŜŘΦ .ȅ ŎƻƳōƛƴƛƴƎ LƭƭǳƳƛƴŀǘŜΩǎ ŀƴŀƭȅǘƛŎǎ ǿƛǘƘ ǘƘŜ !ƴǘŀǊŜǎ ǇƻǊǘŀƭΩǎ DǊŀŦŀƴŀ-based metrics, Cyber 

Intelligence provides comprehensive visibility into security and performance metrics like latency, packet loss, and 

link stability, enabling proactive threat mitigation. 

 

Strategic  Benefits  for  Businesses  & MSPs 

Cyber Intelligence delivers significant advantages for both businesses and MSPs, aligning security with business 

objectives: 

 
 For Businesses: 

 
 Tailored Security: Organizations can customize their security stack to match their risk appetite and 

compliance needs, such as PCI DSS or HIPAA, without relying on suboptimal embedded firewalls. 

 
 Freedom from Lock-In: Swap security vendors without reconfiguring SD-WAN, ensuring agility and 

control. 

 
 Cost Efficiency: Independent scaling of security and networking avoids unnecessary investments in 

bundled features. 

 
 Enhanced Resilience: Multi-layered security reduces the risk of systemic failures, improving overall 

network reliability. 

 
 For MSPs: 

 
 Competitive Differentiation: Offer vendor-agnostic SD-WAN and security services, standing out in a 

crowded market. 

 
 Operational Efficiency: Simplified deployments via Juggler and centralized management through Antares 

reduce costs and improve service delivery. 

 
 Flexible SLAs: Tailor service agreements to client-specific requirements, enhancing customer 

satisfaction. 

 
A real-world example illustrates the impact: A global MSP managing 50 retail locations across multiple regions 

reduced public IP usage, simplified security deployments, and eliminated downtime for critical applications by 

ŀŘƻǇǘƛƴƎ bŜǇŜŀƴΩǎ /ȅōŜǊ LƴǘŜƭƭƛƎŜƴce. The service chain model allowed them to integrate WatchGuard firewalls at 

ǘƘŜ ŎƻǊŜ ǿƛǘƘ ǇŦ{ŜƴǎŜ ŀǘ ǘƘŜ ŜŘƎŜΣ ŘŜƭƛǾŜǊƛƴƎ ǊƻōǳǎǘΣ ƭŀȅŜǊŜŘ ǇǊƻǘŜŎǘƛƻƴ ǘŀƛƭƻǊŜŘ ǘƻ ŜŀŎƘ ǎƛǘŜΩǎ ǊŜǉǳƛǊŜƳŜƴǘǎΦ 
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A Future -Proof  Approach  to  Network  Security  

bŜǇŜŀƴ bŜǘǿƻǊƪǎΩ /ȅōŜǊ LƴǘŜƭƭƛƎŜƴŎŜ ǊŜŘŜŦƛƴŜǎ {5-WAN security by embracing a vendor- agnostic, service chain-

based approach. By supporting a wide range of firewalls, integrating seamlessly with existing workflows, and 

leveraging LƭƭǳƳƛƴŀǘŜΩǎ AI-driven analytics, it empowers businesses to build resilient, adaptable, and cost-

effective security architectures. This approach not only mitigates the risks of vendor lock-in and single points of 

failure but also positions organizations to thrive in an era of increasing cyber threats and technological 

complexity. 

 
As businesses and MSPs navigate the challenges of cloud-based applications, remote work, and IoT proliferation, 

bŜǇŜŀƴ bŜǘǿƻǊƪǎΩ /ȅōŜǊ LƴǘŜƭƭƛƎŜƴŎŜ ƻŦŦŜǊǎ ŀ ŦǳǘǳǊŜ-proof solution that combines flexibility, security, and 

performance. Embrace the power of agnostic security and elevate your network today. 



 

 

Nepean Networks'  Edge Intelligence 

Redefining Smart SD-WAN with Versatile 

Edge Capabilities 

 
Edge Intelligence  | The future of Smart SD-Wan 

 
Transforming the SD-WAN edge into a powerful NFV platform for flexibility, cost efficiency, and performance. 

 
 
 
 
 
 
 
 
 
 

 

One Device. Infinite Possibilities. 

 

What is  Edge Intelligence  What  Makes It a Game-Changer?  

Traditional SD-WAN |  NFV-Powered Edge 

Runs Debian Bookworm an x86 hardware 

 
Edge Intelligence | Hardware-Agnostic 

SD-WAN solution that empowers 

businesses to adapt to modern demands. 

Multifunctional NFV Platform: Debian Bookworm 

on x86 hardware. 

Hardware-Agnostic Flexibility: Hosts Linux 

based apps beyond routing 

Enhanced Performance: Lew latency, WAN 

optimization, WireGuard VPN 

 

Business Impact  Why It Outshines  Legacy 

Approaches  
 

Cost Reduction 

Fever devices lower 

Capex and Opex 

Simplified Operations 

Unlined management 

just pirferes portal 

 
Scalability & Agility 

Rapid deployment zero touch 

provisioning 
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Legacy Networking 
Fewer devices lower Capex & 

Opex 

Propricity hardware lock in Hardware-agnostic 

Limited edge functionality Full app hosting at the edge 

Higher costs & complexity Lower costs & simplified ops 
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Discover How Nepean Networks Enhances SD -WAN with  

Innovative  Edge Intelligence  for  Improved  Networking  

In the rapidly evolving world of business networking, Nepean Networks is pushing the boundaries of Software-

Defined Wide Area Networking (SD-WAN) with its Smart SD-WAN strategy, where Edge Intelligence stands as a 

cornerstone. By transforming the SD-WAN edge device into a powerful Network Function Virtualization (NFV) 

platform, Nepean Networks delivers unmatched flexibility, cost efficiency, and operational simplicity. Edge 

Intelligence enables businesses and service providers to consolidate multiple network functions into a single, 

intelligent platform, streamlining operations while enhancing performance and scalability. Drawing from Nepean 

Networks' next-generation SD-WAN innovations, this article explores how Edge Intelligence is revolutionizing 

business connectivity by merging advanced virtualization with robust edge capabilities. 

 

What is  Edge Intelligence?  

Edge Intelligence is a defining feature of Nepean bŜǘǿƻǊƪǎΩ Smart SD-WAN, where the edge device serves not only 

as a gateway for SD-WAN connectivity but also as a versatile NFV platform running on Debian Bookworm, a robust 

Linux distribution optimized for x86 architectures. Unlike traditional SD-WAN edge devices that are limited to basic 

ǊƻǳǘƛƴƎ ŀƴŘ ŎƻƴƴŜŎǘƛǾƛǘȅ ǘŀǎƪǎΣ bŜǇŜŀƴΩǎ ŜŘƎŜ ŘŜǾƛŎŜǎ ŀǊŜ ŜƴƎƛƴŜŜǊŜŘ ǘƻ Ƙƻǎǘ ŀ ǿƛŘŜ ǊŀƴƎŜ ƻŦ [ƛƴǳȄ-based 

applications. This transforms the edge into a multi-functional hub capable of supporting critical network services, 

from wireless controllers to VoIP systems, all within a single device. 

 
By leveraging the power of NFV, Edge Intelligence eliminates the need for multiple dedicated hardware appliances, 

reducing costs, power consumption, and management complexity. This aligns with bŜǇŜŀƴ bŜǘǿƻǊƪǎΩ ōǊƻŀŘŜǊ 

vision of delivering a software-driven, hardware-agnostic SD-WAN solution that empowers businesses to adapt to 

modern demands without being tethered to proprietary ecosystems. 

 

Key Capabilities  of  Edge Intelligence  

Edge Intelligence redefines the role of the SD-WAN edge by embedding advanced virtualization and application-

hosting capabilities. Below are the key features that make it a game-changer: 

Multi -Functional  NFV Platform  

The Smart SD-WAN edge device, powered by Debian Book worm, supports any Linux x86-based application, 

enabling businesses to consolidate various network functions into a single platform. Examples include: 

 
 Network Managers & Wireless Controllers: Manage Wi-Fi networks and connectivity policies directly from 

the edge, streamlining wireless deployments for branch offices or remote sites. 

 
 Soft PBXs and VoIP Services: Host voice-over-IP solutions, such as Asterisk, to deliver high-quality voice 

communications without dedicated telephony hardware. 

 
 WireGuard VPN Servers: Provide secure remote access for employees or devices using modern, lightweight 

protocols like WireGuard, which outperforms traditional IPsec VPNs in efficiency and security. 

 
This versatility allows businesses to replace multiple customer-premise devicesτsuch as routers, firewalls, and 

PBX systemsτwith a single intelligent edge device, reducing hardware sprawl and operational overhead. 
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Hardware -Agnostic  Flexibility  

Unlike first- and second-generation SD-²!b ǎƻƭǳǘƛƻƴǎ ǘƘŀǘ ƻŦǘŜƴ ǊŜƭƛŜŘ ƻƴ ǇǊƻǇǊƛŜǘŀǊȅ ƘŀǊŘǿŀǊŜΤ bŜǇŜŀƴ bŜǘǿƻǊƪǎΩ 

Edge Intelligence embraces a software-first approach. By running on standard, off-the-shelf hardware, the edge 

device supports a wide range of virtualized network functions, including open-source platforms like OpenWrt, 

OPNsense, pfSense, IPFire, and RouterOS, as well as proprietary images. This agnosticism ensures interoperability 

with existing infrastructure, allowing businesses to choose the tools that best fit their needs without vendor lock-in. 

Seamless  Integration  with  Nepeanôs Ecosystem  

9ŘƎŜ LƴǘŜƭƭƛƎŜƴŎŜ ƛǎ ǘƛƎƘǘƭȅ ƛƴǘŜƎǊŀǘŜŘ ǿƛǘƘ bŜǇŜŀƴ bŜǘǿƻǊƪǎΩ ƴŜȄǘ-generation SD-WAN tools, such as the Illuminate 

analytics platform and Juggler zero-touch provisioning system. Illuminate provides deep insights into edge 

performance, enabling businesses to monitor application traffic, identify bottlenecks, and optimize resource 

allocation in real time. Juggler simplifies deployment by automating the configuration of edge devices, allowing new 

sites to be provisioned in under 24 hours with minimal manual intervention. This combination ensures that Edge 

Intelligence not only enhances functionality but also simplifies management across distributed environments. 

The Business  Impact  of  Edge Intelligence  

By embedding advanced NFV capabilities into the SD-WAN edge, Nepean Networks delivers transformative benefits 

that address the challenges of modern business networking: 

 
 Cost Reduction: Consolidating multiple network functions into a single edge device eliminates the need for 

dedicated appliances, lowering capital expenditures and reducing power and maintenance costs. For service 

providers, this means fewer devices to manage, translating to significant savings in support and operational 

expenses. 

 
 Simplified Operations: Edge Intelligence reduces complexity by centralizing network services at the edge. IT 

teams can manage wireless controllers, VoIP services, and VPN servers through a single platform, accessible via 

bŜǇŜŀƴΩǎ ƛƴǘǳƛǘƛǾŜ !ƴǘŀǊŜǎ ǇƻǊǘŀƭΦ ¢Ƙƛǎ ǳƴƛŦƛŜŘ ƳŀƴŀƎŜƳŜƴǘ ŀǇǇǊƻŀŎƘ ƳƛƴƛƳƛȊŜǎ ǘƘŜ ƴŜŜŘ ŦƻǊ ǎǇŜŎƛŀƭƛȊŜŘ 

expertise and streamlines troubleshooting. 

 
 Enhanced Performance: By hosting critical applications directly at the edge, businesses can reduce latency and 

improve application performance, especially for real-time services like VoIP and video conferencing. The 

integration of WAN optimization techniques, such as data compression and modern protocols like WireGuard, 

further boosts throughput and reliability, even in bandwidth-constrained environments. 

 
 Scalability and Agility: Edge Intelligence supports rapid scaling, allowing businesses to deploy new services 

or sites without extensive hardware upgrades. The zero-touch provisioning capabilities of Juggler ensure that 

new edge devices can be brought online quickly, making it ideal for dynamic environments like retail chains or 

expanding busineses. 

 
 Robust Security: Hosting WireGuard VPN servers at the edge provides secure, encrypted connectivity for remote 

users and devices. The separation of management and data planes, combined with advanced encryption options 

(e.g., AES 128/256, Salsa20/256), ensures that sensitive data remains protected, aligning with Secure Access 

Service Edge (SASE) principles. 
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Why Edge Intelligence  Outshines  Legacy  Approaches  

Traditional SD-WAN edge devices and legacy networking solutions, such as MPLS-based systems, often require 

dedicated hardware for each network function, leading to higher costs, increased complexity, and limited flexibility. 

For example, deploying a separate firewall, wireless controller, and VoIP server at each branch site demands 

ǎƛƎƴƛŦƛŎŀƴǘ ƛƴǾŜǎǘƳŜƴǘ ƛƴ ƘŀǊŘǿŀǊŜ ŀƴŘ ƻƴƎƻƛƴƎ ƳŀƛƴǘŜƴŀƴŎŜΦ Lƴ ŎƻƴǘǊŀǎǘΣ bŜǇŜŀƴ bŜǘǿƻǊƪǎΩ 9ŘƎŜ LƴǘŜƭƭƛƎŜƴŎŜ 

collapses these functions into a single, software-driven platform, delivering the same capabilities with greater 

efficiency. 

 
Moreover, legacy solutions lack the virtualization, and optimization features that Edge Intelligence provides. First-

generation SD-WANs focused on basic connectivity over broadband, while second-generation solutions introduced 

cloud-ƴŀǘƛǾŜ ŎŀǇŀōƛƭƛǘƛŜǎ ōǳǘ ǎǘƛƭƭ ŦŜƭƭ ǎƘƻǊǘ ƛƴ ŜŘƎŜ ŦǳƴŎǘƛƻƴŀƭƛǘȅΦ bŜǇŜŀƴΩǎ ƴŜȄǘ-generation approach, with Edge 

Intelligence at its core, combines NFV, WAN optimization, and a hub-and-spoke architecture to deliver a 

ŎƻƳǇǊŜƘŜƴǎƛǾŜ ǎƻƭǳǘƛƻƴ ǘƘŀǘΩǎ ǊŜŀŘȅ ŦƻǊ ǘƘŜ ŘŜƳŀƴŘǎ ƻŦ ƳƻŘŜǊƴ ōǳǎƛnesses. Real-World Applications for Edge 

Intelligence 

 

Real-World  Applications  for  Edge Intelligence  

Edge Intelligence is particularly impactful for businesses with distributed operations or complex networking 

needs. For example: 

 
 Retail Chains: A retail business with multiple stores can use Edge Intelligence to manage wireless networks, 

process payments via secure VPNs, and run VoIP services for customer supportτall from a single edge device 

per location. 

 
 Healthcare Providers: Hospitals and clinics can deploy soft PBXs for internal communications and host 

network managers to ensure secure, reliable connectivity for patient data systems, all while minimizing 

hardware costs. 

 
 Service Providers: Managed service providers (MSPs) can leverage Edge Intelligence to offer multi-tenant 

solutions, isolating customer environments on shared infrastructure while reducing the number of devices they 

need to support. 

 

Wrap | Edge Intelligence as the Future of SD-WAN 

bŜǇŜŀƴ bŜǘǿƻǊƪǎΩ 9ŘƎŜ LƴǘŜƭƭƛƎŜƴŎŜ ǊŜŘŜŦƛƴŜǎ ǘƘŜ {5-WAN landscape by transforming the edge device into a 

versatile, NFV-powered platform that supports a wide range of applications and services. By consolidating network 

functions, embracing hardware-agnostic flexibility, and integrating with advanced tools like Illuminate and Juggler, 

Edge Intelligence delivers unparalleled cost savings, operational simplicity, and performance. For businesses seeking 

ǘƻ ƳƻŘŜǊƴƛȊŜ ǘƘŜƛǊ ƴŜǘǿƻǊƪǎΣ ƳƻǾŜ ŀǿŀȅ ŦǊƻƳ ǇǊƻǇǊƛŜǘŀǊȅ ƘŀǊŘǿŀǊŜΣ ŀƴŘ ǇǊŜǇŀǊŜ ŦƻǊ ŦǳǘǳǊŜ ǎŎŀƭŀōƛƭƛǘȅΣ bŜǇŜŀƴΩǎ 

Smart SD-WAN with Edge Intelligence is the ultimate solution. 



 

 

Nepean Networks'  Experience  Intelligence 

Elevating User Experience in Smart SD-

WAN 
 

 
Experience  Intelligence  

 
bŜǇŜŀƴ bŜǘǿƻǊƪǎΩ {ƳŀǊǘ {5-WAN strategy introduces Experience Intelligence, enhancing user experience 

during network congestion. It employs bi-directional Quality of Service (QoS) for: Crystal-clear voice quality, 

Optimal application performance, Consistent connectivity. This feature is crucial for businesses reliant on 

real-time applications like video conferencing and VoIP, showcasing how Experience Intelligence transforms 

user-centric networking. 

 
What  is  Experience  Intelligence?  

Experience Intelligence is the user-ŦƻŎǳǎŜŘ ŎƻǊŜ ƻŦ bŜǇŜŀƴ bŜǘǿƻǊƪǎΩ Smart SD-WAN, designed to enhance 

user experience under varying network conditions. Unlike traditional SD-WAN, it uses advanced QoS 

mechanisms, adaptive algorithms, and real-time link monitoring to ensure reliability for critical applications. 

 
Key Features  of  Experience  Intelligence  

 
 
 
 
 

 

BI-DIRECTIONAL QOS WITH 

FAIRNESS 

Crystal-Clear Voice by Default 

Fair Resource Allocation 

ADAPTIVE BANDWIDTH 

ALLOCATION 

Monitoring Link Performance 

Adjusting Traffic in Real Time 

INTELLIGENT PATH 

DETERMINATION 

Optimizes Traffic Paths 

Ensures Stability 

 

Business  Benefits  of  Experience  Intelligence  
 
 
 
 
 

 

UNPARALLELED VOICE 

AND VIDEO QUALITY 

RESILIENCE UNDER 

CONGESTION 

COST EFFICIENCY SCALABILITY FOR 

GROWTH 
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