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Overview of Smart SD-WAN with Advanced
Supportability & Intelligence Redefined

Discover how Nepean Networks' Smart SD-WAN uses machine
learning & advanced features to empower MSPs with smarter,
faster, & reliable connections

In an era where digital transformation demands agile, secure, and intelligent networking, Managed Service
Providers (MSPs) face unprecedented challenges. Traditional SD-WAN solutions often fall short — burdened by
vendor lock-in, limited scalability, and reactive management.

Nepean Networks’ Smart SD-WAN redefines the landscape. By integrating machine learning, multi-domain
intelligence, and vendor-agnostic flexibility, it delivers a smarter, faster, and more resilient networking experience.

Nepean’s platform enables MSPs to manage complex WAN environments efficiently and with minimal resources.
Key innovations include Al-driven analytics through llluminate, flexible security chaining, and the Antares multi-
tenant management portal for centralised visibility and control.

By separating the SD-WAN and security planes, Nepean empowers MSPs to customise solutions, reduce
operational costs, and enhance user experiences — positioning them as strategic partners in their clients’
success. Whether extending networks to cloud workloads, bonding diverse last-mile connections, or providing
sub-second failover, Smart SD-WAN transforms networking from a commodity into a competitive advantage.
MSPs can brand, scale, and support their services independently — free from the limitations of telcos or SaaS
giants.

The Evolving Demands of Last Mile Networking

The modern last-mile network is a living ecosystem spanning branch offices, data centres, cloud environments, and
remote sites. Hybrid workforces, real-time applications such as VolP and video conferencing, and escalating cyber
threats have amplified the need for intelligent WAN solutions. Yet, many SD-WAN vendors offer only basic

automation, leaving MSPs to struggle with unnecessary complexity, downtime, and rigid security frameworks.

Nepean Networks addresses these challenges with Smart SD-WAN — a cloud-native platform engineered
specifically for MSPs. Leveraging machine learning and advanced intelligence across nine key domains, it ensures
networks are not only connected but continuously optimised in real time.

This white paper explores the platform’s core capabilities, demonstrating how it empowers MSPs to deliver

business-grade connectivity with speed, efficiency, and security.

At its heart, Smart SD-WAN is about empowerment — giving MSPs the tools to build branded, scalable offerings
without vendor lock-in. With global Points of Presence (PoPs) in over 52 locations, carrier independence, and

seamless integration with hybrid environments, Nepean sets a new standard for SD-WAN innovation.

~, Nepeaq
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Core Intelligences
Empowering MSPs with
Advanced SD-WAN Capabilities

Traffic
Intelligence

Nepean Networks’ Smart SD-WAN gives Managed Service
Providers a flexible, scalable, and intelligent foundation
for modern networking. By separating the SD-WAN and
security planes, it allows seamless integration across
diverse connectivity types with centralised management
and robust security.

Infrastructure

e

1. Network Intelligence

Our cloud-native fabric delivers sub-second failover,
application-aware routing, and deep visibility — enabling
MSPs to brand, customise, and control services with
confidence. Together, these core intelligences form a
unified framework that enhances performance, strengthens
security, and simplifies operations.

Nepean Networks' Smart SD-WAN platform is engineered to provide MSPs with a flexible, scalable, and
intelligent networking solution. By separating the SD-WAN and security planes, we enable seamless integration
of diverse connectivity options, robust security, and centralized management. Our cloud-native fabric delivers
sub-second failover, application-aware routing, and comprehensive visibility, all while allowing MSPs to brand
and customize services for their customers. Below, we outline the key intelligences that form the foundation of
our platform, ensuring optimal performance, security, and operational efficiency.

+ Multi-tenant segmentation: Securely isolate and manage different L
customers, departments, or environments within the same 2 R
infrastructure, with hierarchical controls and custom branding. =

Intelligefwe
Flexible topology: Support hub-and-spoke, full mesh, or hybrid
designs, including VXLAN and Layer 2 over Layer 3 extensions for
scalable network virtualization.

allows MSPs to choose the best connectivity options—fiber, xDSL,
4G/5G, satellite, or fixed wireless—from any provider, ensuring low-
latency access via over 52 global Points of Presence (PoPs).

Beyond branch networking: Seamlessly extend secure overlays to
cloud workloads (e.g. AWS, Azure, Google Cloud) or single critical sites
without redesigning the network. This carrier-agnostic approach

— -« NEpean
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Core Intelligences
Epowering MSPs with Advanced SD-WAN Capabilities

2. Traffic Intelligence

Nepean’s llluminate add-on integrates Al-driven Layer 7 Deep Packet Inspection (DPI) analytics, providing real-time
visibility into network traffic, application usage, and potential threats. This transforms monitoring from reactive to
proactive, with advanced traffic control and insights.

* Over 40 real-time dashboards covering inventory and asset tracking,
bandwidth usage by site, user, or application, cybersecurity threat
monitoring, and application performance metrics.

Grafana-based metrics engine for detailed analysis of bit rate,
latency, jitter, packet loss, utilization, experience scoring, and change
tracking.

Real-time insights to detect anomalies, prevent data breaches, and
ensure compliance, while optimizing speed for a seamless network
experience. llluminate empowers MSPs to pinpoint bandwidth hogs,
craft QoS policies, and justify additional bandwidth, all while
maintaining end-to-end data encryption and intelligent threat
mitigation.

3. Cyber Intelligence

Security in Nepean’s Smart SD-WAN is fully vendor-agnostic, allowing MSPs to integrate preferred firewall solutions
via service chaining—whether centralized at the core or distributed at the edge. This separation of the security plane
from the SD-WAN plane avoids vendor lock-in and enables flexible, robust protection.

¢ Supported commercial and open-source firewalls: Clavister, pfSense,
OPNsense, OpenWRT, MikroTik, WatchGuard, Check Point, IPFire, and
more, with additional images available on request.

Deploy hybrid security: Combine enterprise-grade firewalls at the core
(e.g., for 50 sites without 50 licenses) with cost-effective edge options,
aligning with SASE frameworks.

Full compatibility with existing workflows, including HMAC
authentication, AES 128/256 ciphers, and customizable handshake
intervals for top-tier data protection. This approach lets MSPs adapt to
evolving threats, offering customized security offerings that match
clients' risk profiles and compliance requirements, while minimizing
operational costs.

—_, Nepean
networks
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Core Intelligences
Epowering MSPs with Advanced SD-WAN Capabilities

4. Edge Intelligence

The Nepean SD-WAN edge node serves as a vendor-agnostic virtualization platform, running on Debian or
OpenSUSE and capable of hosting any Linux x86-based application or container.

+ Examples include network managers, wireless controllers, soft PBXs,
VolIP services, and WireGuard VPN servers for secure remote access.

Support for specific encryption algorithms like SALSA20, alongside
DNS caching and DHCP services.

Vertical implementations for industries such as agriculture, medical,
financial, logistics, education, retail, and government. This flexibility
allows MSPs to collapse multiple customer-premise devices into a
single platform, reducing costs, power usage, and support complexity
while enabling elastic or floating IP for resilient standalone sites.

5. Experience Intelligence

Nepean’s bi-directional QoS with fairness ensures uncompromising user experience, prioritizing critical
applications and adapting to network conditions.

Traffic
Intelligence |

Experience
Intelligence

+ Crystal-clear voice by default, with application-aware routing based
on performance requirements.

Adaptive bandwidth allocation and path optimization, treating uplink
and downlink separately for optimal flow during unidirectional events.

Dynamic path determination and latency optimization to minimize
delays, enhancing real-time applications like video conferencing and
VolIP. This intelligence maintains consistent performance regardless of
congestion or link degradation, with features like bandwidth
adaptation and traffic shaping for efficient resource allocation.

—_, Nepean
networks
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Core Intelligences
Epowering MSPs with Advanced SD-WAN Capabilities

6. Connectivity Intelligence

Nepean Networks is fully last-mile agnostic, supporting any ISP and medium—fiber, Starlink, LTE (4G/5G), xDSL,
MPLS, fixed wireless, or satellite—for vendor-agnostic connectivity.

+ Smart link aggregation (bonding) combines multiple connections for pi e
increased bandwidth and true resilience with zero downtime, using a @
packet-based architecture. . ; TS

Instant failover to backup links while maintaining the same static IP,
with sub-second switching across circuits.

Algorithms to mitigate last-mile issues like bufferbloat, packet loss, or
high latency, including compression for faster transmission and load

balancing for reliability. Unlike traditional VPNs, Nepean’s packet-
based overlay ensures no session interruptions, providing high
availability and performance optimization for hybrid work
environments.

Connectivity
Intelligence

7. Cloud Intelligence

The Antares multi-tenant management portal is the operational nerve center of Nepean’s Smart SD-WAN, offering
centralized visibility and control.

Multi-tenant and hierarchical: Manage multiple clients or departments
with MFA, permissions, and custom branding, including cross-tenant . .,
asset visibility.

Traffic
Intelligence

Zero-touch provisioning via pre-built profiles, with full SD-WAN and
node lifecycle management.

NOC mode with real-time insights, alerts, node health monitoring,
and integrated notifications for events like link outages.

Single pane of glass for detailed views, third-party APl integration, and
separation of management and data planes for uninterrupted
operations during maintenance. Antares scales from single clients to
global deployments, empowering MSPs to provision, configure, and
support nodes efficiently.

Copyright © 2025 N Networks SD-WAN E-Book v2.1 -4 Nepean
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Core Intelligences
Epowering MSPs with Advanced SD-WAN Capabilities

8. Infrastructure & Troubleshooting Intelligence

With Antares SecureConnect, MSPs gain secure remote access to upstream and downstream infrastructure,
streamlining management without on-site visits.

Full GUI and SSH access to any integrated NFV-based firewall or

network appliance, including diagnostics for broadband modems,

printers, firewalls, cameras, and more. e -
i

Reduced truck rolls through direct access to device web interfaces, 0 Traffic

cutting operational costs and enhancing MSP workflows.

Intelligence

Nepean offers industry-leading diagnostic capabilities: Full wire-rate
packet capture on any edge node using standard Wireshark tools.
Integrated iperf testing for bandwidth and latency measurement.

Built-in speed test capabilities for quick customer-facing
troubleshooting.

These tools, combined with alerts and notifications, allow MSPs to

detect and resolve issues in minutes, ensuring minimal complexity
and maximum efficiency across multi-vendor networks.

Why Nepean’s Smart SD-WAN Changes the Game

By combining automation, machine learning ,and a complete set of “intelligences”, Nepean’s Smart
SD-WAN offers MSPs a way to deliver business-grade networking without the cost, complexity, or
manpower traditionally required.

This isn’t just about connecting sites—it’s about ensuring those connections are:
* Smarter
« More secure
+ Easier to manage
+ Optimised for the best possible experience

In an era where network downtime costs money and poor performance costs customers, Nepean
Networks delivers the intelligence that makes SD-WAN truly Smart.

Wrap | Empower Your Network Today
Nepean Networks' Smart SD-WAN is more than a product; it's a partnership for MSP success. By

integrating advanced intelligence with unmatched flexibility, it ensures networks are smarter, more
secure, and easier to manage.

—_, Nepean
networks

Copyright © 2025 Nepean Networks SD-WAN E-Book v2.1.




Nepean Networks' Network Intelligence

Powering the Smart SD-WAN Strategy

Understanding Network Intelligence in Nepean’s Smart SD-WAN

In today’s hyper-connected business landscape, where businesses juggle complex multi-site operations, cloud
integrations, and remote workforces, traditional networking solutions like MPLS and VPNs often fall short. Enter
Nepean Networks” Smart SD-WAN, a cutting-edge platform that redefines connectivity through its core
components.

. Understanding Network Intelligence

1n At the heart of Nepean Networks’ Smart SD-WAN lies Network Intelligence, which delivers
' robust Private WAN (PWAN) functionalities.

Key Features of Network Intelligence

] + Multi-tenant segmentation: Secure isolation and management of different customers,
® departments, or environments within the same infrastructure.
+ Flexible topology support: Choose from hub-and-spoke, full mesh, or hybrid topologies to fit
your network architecture.
| + Insightful topologies: Aligned with Antares integration for complete control and visibility.

[~ Extending Beyond Traditional Branch Networking

Extend secure overlays to cloud workloads, multiple data centres, and diverse business
scenarios — all without redesigning the network.

The Advantages | Performance, Reliability & Cost Savings

+ Enhanced performance and QoS - Bi-directional QoS rules ensure consistent application
performance.
+ Unmatched reliability - Instant failover within 300ms and carrier independence.
+ Cost control and POI - Instant failover within Nepean’s carrier-neutral network.
+ Robust security - Encryption and packet distribution across bonded links add resilience.
i + Cost efficiency and RQI - Select the most cost-effective carriers for each site.
+ Integration with next-gen firewalls - Secure Access Service Edge (SASE) principles built in.

e NEPEQ
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Discover How Nepean Networks' Smart SD-WAN
Revolutionizes Modern Networking with Network Intelligence

In today’s hyper-connected business landscape, where organisations manage complex multi-site operations, cloud
integrations, and remote workforces, traditional networking solutions such as MPLS and VPNs often fall short.

Nepean Networks’ Smart SD-WAN is a cutting-edge platform that redefines connectivity through its core capability:
Network Intelligence. This intelligent layer embeds true Private WAN (PWAN) functionality, enabling seamless,
secure, and scalable networking that extends far beyond conventional branch architectures.

Drawing on Nepean’s innovation in PWAN solutions, Network Intelligence transforms SD-WAN into a versatile,
multi-role platform purpose-built for modern enterprises. This technology delivers efficiency, flexibility, and
performance that surpass legacy systems.

Understanding Network Intelligence

At the heart of Nepean Networks’” Smart SD-WAN lies Network Intelligence, providing robust PWAN capabilities.
Unlike traditional SD-WAN deployments that rely on public internet links — often exposed to latency and security
risks — Nepean’s PWAN creates a virtualised network overlay using private IP connections. This ensures dedicated,
secure communication channels between business sites, data centres, cloud environments, and isolated remote
locations.

Network Intelligence goes beyond basic connectivity by integrating dynamic traffic management, Network Function
Virtualisation (NFV), and proprietary link aggregation technology.

Building on Nepean’s evolution from MPLS to SD-WAN, this intelligence enables businesses to move beyond the
constraints of costly, carrier-locked networks. The result is a customisable, cost-efficient solution that prioritises
data privacy, low latency, and predictable performance — ideal for industries with strict compliance requirements
such as finance, healthcare, and retail.

Key Features of Network Intelligence

Nepean Networks’ Network Intelligence is built for versatility, ensuring Smart SD-WAN adapts to diverse business
environments without compromising security or efficiency.

Its standout elements include: Multi-Tenant Segmentation

Network Intelligence enables secure isolation and management of multiple customers, departments, or
environments within a shared infrastructure. This capability is especially valuable for multi-tenant environments,
where organisations must segregate traffic for compliance or operational control.

For example, a business with multiple divisions can use PWAN overlays to isolate traffic, preventing data leakage
while maintaining centralised visibility through Nepean’s intuitive management portal.

Security is reinforced with encryption options such as HMAC, AES-128/256, and Salsa20/256, providing layered
protection even when bonding connections from different carriers.

~ . Nepean
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Flexible Topology Support

Gone are the days of rigid network designs. Network Intelligence supports hub-and-spoke, full-mesh, and hybrid
topologies to suit any business model. In a hub-and-spoke configuration, traffic is centralised through a primary data
centre for streamlined management and uniform security protocols. A full-mesh topology, by contrast, allows direct
site-to-site communication, reducing latency in distributed environments.

Hybrid models combine both — enabling branch offices to communicate in a mesh, while routing cloud traffic
through a hub for enhanced performance and control. This flexibility, powered by advanced routing engines, ensures
seamless scalability. New sites can be deployed in under 24 hours, compared with the weeks required for MPLS
provisioning.

Extending Beyond Traditional Branch Networking

What sets Network Intelligence apart is its ability to extend secure overlays to cloud workloads, multiple data
centres, and individual critical sites — all without requiring a network redesign.

For example, remote warehouses or field offices can integrate effortlessly into the PWAN fabric, benefiting from the
same performance, reliability, and visibility as core branches. This is achieved through intelligent path selection,
which optimises routing for cloud-native applications and reduces the backhauling delays common in traditional
MPLS.

By leveraging link aggregation and data compression, Nepean’s PWAN architecture boosts throughput by up to
400%, ensuring consistent performance for bandwidth-heavy services such as VolP, video conferencing, and CRM
systems.

The Advantages | Performance, Reliability, and Cost Savings

Network Intelligence is not just about features — it’s about delivering measurable business outcomes. By combining
SD-WAN agility with PWAN’s private infrastructure, Nepean Networks provides a level of performance
and reliability that legacy technologies cannot match.

* Enhanced Performance and QoS: Bi-directional Quality of Service (QoS) rules enable traffic prioritisation for
both internal and external applications. Combined with data compression and intelligent routing algorithms,
Smart SD-WAN achieves faster speeds and lower latency — outperforming traditional VPNs that often suffer
from manual configuration and inconsistent throughput.

¢ Unmatched Reliability: Instant failover within 300 ms detects line faults and reroutes traffic across aggregated
carrier links. This carrier independence provides built-in redundancy, avoiding the single-provider constraints
that limit MPLS resilience.

¢ Cost Control and ROI: Businesses can choose the most affordable carriers for each site, reducing costs
associated with dedicated MPLS lines. The centralised management portal simplifies network administration,
cutting overheads and enabling rapid scalability — without the need for proprietary hardware.

¢ Robust Security: Beyond encryption, packet distribution across bonded links provides an additional layer of
defence against cyber threats. Integration with next-generation firewalls such as Clavister strengthens this
further, aligning with Secure Access Service Edge (SASE) principles for modern enterprise protection.

~ . Nepean
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These benefits position Network Intelligence as a future-proof solution — optimised for cloud environments and
designed to meet the demands of evolving business models.

As organisations embrace hybrid work strategies, the ability to manage growing traffic volumes without downtime
becomes a clear competitive advantage.

Why Choose Nepean Networks’ Smart SD-WAN Over Legacy
Solutions

The transition from MPLS to SD-WAN, as demonstrated by Nepean Networks, exposes the limitations of traditional
technologies — including high costs, inflexibility, and bandwidth constraints.

While MPLS once served as the benchmark for private networking, its circuit-switched complexity and dependence
on single-carrier providers create expensive overheads and scalability challenges.

Similarly, traditional VPNs, though lower in cost, require manual maintenance and lack the performance benefits
offered by compression, traffic optimisation, and Quality of Service (QoS). In contrast, Nepean Networks’ Network
Intelligence delivers an always-on, carrier-agnostic, and customisable private network.

Built on a PWAN foundation, it gives businesses the tools to build resilient infrastructures that scale effortlessly —
whether expanding into new locations, integrating cloud applications, or ensuring seamless failover for mission-
critical services.

Wrap | A Multi-Role Platform for Modern Enterprises

Nepean Networks’ Network Intelligence transforms Smart SD-WAN from a connectivity solution into a
comprehensive networking platform.

Its PWAN capabilities — including multi-tenant segmentation, flexible topologies, and extensions beyond traditional
branch networking — provide unmatched adaptability in today’s era of digital transformation.

By combining link aggregation, instant failover, and customisable QoS, it delivers the flexibility, performance, and
security that modern businesses demand. For organisations ready to move beyond the limitations of legacy
infrastructure, Nepean Networks offers a truly transformative path forward.

— -« NEpean
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Nepean Networks' Traffic Intelligence

Empowering Smart SD-WAN with Al-
Driven Insights

Transforming Network Management with Traffic Intelligence

Nepean Networks’ Smart SD-WAN strategy is driven by Traffic Intelligence, powered by the Illuminate platform.

Where Al Meets Analytics — The llluminate Foundation

DPI ENGINE: INFORMATICS ENGINE: DATA FEEDS: APPLICATION
Identifies applications, Aggregates data for Delivers intelligence on PERFORMANCE METRICS: |
protocols, hostnames, device discovery, domains, IPs, platforms, Provides real-time

and traffic types. application analysis, and protocols. protocol analysis and
and risk assessment. hostname visibility. :

Over 40 Real-Time Dashboards for Comprehensive Visibility

2 A

©
INVENTORY AND BANDWIDTH USAGE B SITE CYBER SECURITY THREAT \
ASSET TRACKING: USER OR APPLICATION: MONITORING: ?
Automatically detects and Gain tailored reports on Uses machine learning to
catalogs all devices on network bandwidth consumption identify cyber risks in real time

Deeper Performance Analysis with Grafana-Based Metrics

= D O

BIT RATE, LATENCY AND PACKET LOSS AND EXPERIENCE SCORING AND
JITTER: UTILIZATION: CHANGE TRACKING: '
Monitor data transfer speeds, Track dropped packets and Assign scores to user experience
Delays resource usage and track changes :
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Discover How Traffic Intelligence Drives Smarter SD-WAN
Solutions with Al Insights

In the dynamic world of modern networking, where businesses rely on seamless connectivity, security, and
performance, Nepean Networks stands out with its innovative Smart SD-WAN strategy. At the core of this approach
is Traffic Intelligence, a sophisticated add-on powered by the Illuminate platform. This system blends artificial
intelligence with advanced analytics to deliver unprecedented visibility and control over network traffic. By
transforming raw data into actionable insights, Traffic Intelligence shifts network management from reactive
firefighting to proactive optimization, ensuring businesses stay ahead of threats, bottlenecks, and inefficiencies.

Traffic Intelligence is more than just monitoring—it's a comprehensive toolkit designed for today's distributed,
cloud-centric environments. Through llluminate's Al-infused Deep Packet Inspection (DPI) engine, it provides real-
time transparency into network activities without compromising privacy or performance. Let's explore how this
powerful feature set elevates SD-WAN deployments.

Where Al Meets Analytics | The llluminate Foundation

Nepean Networks' llluminate is the corner stone of Traffic Intelligence, combining a lightweight DPI engine with
cloud-based informatics and data feeds to unlock deep network insights. This three-tier solution stack starts with
the DPI engine, which identifies applications, protocols, hostnames, encryption ciphers, and other key attributes
directly on network devices. It integrates seamlessly for tasks like traffic identification, firewalling, Quality of Service
(QoS), and cybersecurity.

The informatics engine then aggregates this data in the cloud, turning it into meaningful analytics for device
discovery, application analysis, and risk assessment. Finally, data feeds offer intelligence on thousands of
popular applications, including domains, IPs, CDNs, platforms, and protocols. Crucially, llluminate focuses solely on
metadata—statistics and summaries of flow data—avoiding the capture of actual transmitted content to ensure
compliance with data protection standards like PCI DSS and HIPAA.

This Al-driven approach goes beyond traditional tools, using machine learning to detect anomalies, predict threats,
and optimize usage patterns. For instance, it can pinpoint unauthorized VPNs, rogue DHCP services, or even
compromised loT devices that might evade endpoint security agents.

Over 40 Real-Time Dashboards for Comprehensive Visibility

One of Illuminate's standout features is its extensive suite of over4Oreal-time dashboards, tailored to provide
granular insights across key areas. These dashboards empower IT teams and MSPs to monitor and manage networks
with precision, turning complex data into intuitive visualizations.

* Inventory and Asset Tracking: llluminate automatically detects and catalogs all devices on the network, from
laptops and smartphones to loT gadgets like cameras, printers, and smart watches. It tracks attributes such
as vendor, category, IP and MAC addresses, discovery times, and last-seen timestamps. This creates a dynamic
inventory that helps identify unauthorized devices, such as rogue wireless access points that could interfere
with operations. In policy enforcement scenarios, it flags violations like prohibited activities (e.g., torrent
downloads or crypto-mining), providing logs for compliance or disciplinary actions.

~ . Nepean
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« Bandwidth Usage by Site, User, or Application: Gain tailored reports on bandwidth consumption segmented by
user, group, application, device type, OS, protocol, and more. llluminate's DPI excels at identifying bandwidth
hogs, breaking down usage into uploads and downloads. Name resolution reports detail internet connections,
categorizing them by business vs. social media use, and even geolocating connections to highlight global
patterns. This level of detail is invaluable for optimizing resources and enforcing productivity policies.

¢ Cybersecurity Threat Monitoring: Using machine learning, Illuminate identifies cyber risks, malware, and
risky behaviors in real-time. It detects access to known command-and-control servers for botnets, outdated
protocols vulnerable to exploits, and data leaks from loT devices or browsers with "call home" features. Out-of-
band analysis spots sophisticated malware that disables endpoint agents, offering early warnings against
ransomware or other attacks. It also audits DHCP and DNS servers to uncover rogue services or man-in-the-
middle threats, and highlights dark web access or legacy protocols like SMBv1 that propagate vulnerabilities.

¢ Application Performance Metrics: Deep packet inspection accurately identifies applications in use, providing
real-time protocol analysis and hostname visibility from various traffic flows. Dashboards reveal application-
specific metrics, enabling administrators to prioritize critical tools like video calls or cloud services while
throttling non-essential ones.

These dashboards are accessible via a user-friendly portal, making advanced analytics available to businesses of
all sizes without requiring extensive expertise.

Deeper Performance Analysis with Grafana-Based Metrics

For those needing even more detailed scrutiny, Traffic Intelligence integrates a Grafana-based metrics engine—part
of the Antares platform—to deliver in-depth performance visibility. Antares serves as the command center for SD-
WAN management, extending llluminate's capabilities with intuitive graphs that span timeframes from one minute
to one year. Key metrics include:

+ Bit Rate, Latency, and litter: Monitor data transfer speeds, delays, and variations in real-time to ensure
smooth performance for latency-sensitive applications like VoIP or video conferencing.

* Packet Loss and Utilization: Track dropped packets and resource usage to identify bottlenecks or overutilization,
preventing downtime and optimizing link aggregation across multiple ISPs (e.g., fiber, LTE, fixed wireless).

« Experience Scoring and Change Tracking: Assign scores to user experience based on QoS metrics and track
changes over time. This helps detect subtle degradations, such as recurring packet loss at remote sites, allowing
for proactive adjustments.

Integration with Antares also supports zero-touch provisioning via Nepean Networks' Juggler service, simplifying
deployments and enabling remote management of upstream (modems, routers) and downstream (access points,
switches) devices. In real-world tests, this setup has prevented outages, saving hours of downtime while maintaining
seamless failover.
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From Reactive Troubleshooting to Proactive Optimization

Traffic Intelligence redefines network management by evolving it from a reactive process— waiting for issues to
arise—to a proactive strategy focused on prevention and enhancement. Traditional "set it and forget it" approaches
to firewalls and SD-WAN leave vulnerabilities unpatched, rules stale, and configurations misaligned. Illuminate
addresses this by continuously watching the firewall and network traffic, validating against best practices, and
providing forensic tools to trace incidents back in time.

For MSPs and businesses, this means reduced operational costs, faster issue resolution, and enhanced security.
A case in point: A retail chain using Nepean Networks' SD-WAN reduced public IP usage, simplified deployments,
and achieved zero downtime for point-of-sale systems—all monitored through Traffic Intelligence's dashboards.

In an era of relentless cyber threats and exploding data demands, Nepean Networks' Traffic Intelligence equips

businesses with the tools to thrive. By leveraging Al, DPI, and integrated analytics, it not only illuminates the network
but also illuminates the path to superior performance, security, and efficiency.

— -« NEpean
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Nepean Networks' Cyber Intelligence

Fortifying Smart SD-WAN with Vendor-
Agnostic Security

Experience Cyber Intelligence

In a rapidly evolving landscape of cyberthreats, securing business networks is vital. Nepean Networks’
Smart SD-WAN strategy introduces Cyber Intelligence, which decouples security from SD-WAN and
integrates with various firewalls. This approach allows businesses and managed service providers (MSPs)
to customize security solutions based on their specific needs and budgets, providing robust protection
without vendor lock-in.

The Foundation of Cyber Intelligence | Vendor-Agnostic Security
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OPEN-SOURCE FIREWALLS COMMERCIAL FIREWALLS PROPRIETARY AND CUSTOM
pfSense, OPNsense, OpenWrt, Clavister, WatchGuard, Check SOLUTIONS
IPFire, MikroTik RouterQOS, and Point, Fortinet, Cisco, Palo Any Linux-based binary or
others. Alto, Sophos, Juniper virtualized firewall instance.

Networks, and more.
Strategic Benefits for Businesses & MSPs |

For Businesses For MSPs

Competitive Differentiation

Operational Efficiency

Flexible SLAs
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Strengthen Network Security with Nepean Networks’
Vendor-Agnostic Cyber Intelligence for Smart SD-WAN

In today’s inter connected world, where cyberthreats evolve at an unprecedented pace, securing business networks
is a critical priority. Nepean Networks’ Smart SD-WAN strategy introduces Cyber Intelligence, a transformative
approach to network security that leverages a vendor-agnostic service chain model. By decoupling security from SD-
WAN and integrating seamlessly with a wide range of commercial and open-source firewalls, Cyber Intelligence
empowers businesses and managed service providers (MSPs) to tailor security solutions to their specific risk
profiles, compliance requirements, and budgets. This open, flexible, and resilient framework ensures robust
protection without the constraints of vendor lock-in, redefining how businesses safeguard their networks.

The Foundation of Cyber Intelligence | Vendor-Agnostic Security

At the heart of Nepean Networks’ Cyber Intelligence is its commitment to an agnostic architecture. Traditional SD-
WAN solutions often embed proprietary security mechanisms, forcing businesses into rigid, single-vendor
ecosystems that limit adaptability and increase costs. Nepean Networks breaks this mold by adopting a service chain
model, allowing seamless integration with virtually any security solution—whether centralized at the data center or
distributed at the network edge. This approach not only enhances security but also aligns with modern frameworks
like Secure Access Service Edge (SASE) and Zero Trust Network Access (ZTNA).

Cyber Intelligence supports an extensive array of firewalls, including:

*« Commercial Firewalls: Clavister, WatchGuard, Check Point, Fortinet, Cisco, Palo Alto, Sophos, Juniper
Networks, and more.

¢ Open-Source Firewalls: pfSense, OPNsense, OpenWrt, IPFire, MikroTik RouterOS, and others.

* Proprietary and Custom Solutions: Any Linux-based binary or virtualized firewall instance.
This flexibility enables businesses to mix and match security tools, combining high-end commercial firewalls at
the core with cost-effective open-source solutions at the edge. For example, an business might deploy a Check Point

firewall at its data center for advanced threat prevention while using pfSense at remote sites for cost-efficient
protection. This hybrid approach ensures optimal security without unnecessary expenditure.

The Service Chain Advantage | Flexibility and Resilience

Nepean Networks’ service chain model is a corner stone of Cyber Intelligence, allowing security functions to operate
independently of the SD-WAN fabric. Unlike traditional SD-WANs that tightly couple security and networking,
Nepean’s approach separates these layers, providing several strategic advantages:

¢ Unrestricted Access to Best-in-Class Security: Businesses can select the most suitable security solutions
for their needs without being tied to an SD-WAN vendor’s proprietary offerings. This freedom enables rapid
adoption of cutting-edge tools to address emerging threats.

~ . Nepean
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* Layered Security Architecture: By deploying multiple firewalls—such as a Clavister at the core and an
OPNsense instance at the edge—businesses create a multi-layered defence that mitigates risks more
effectively. This redundancy ensures that a failure in one security layer doesn’t compromise the entire
network.

¢ Scalability and Cost Efficiency: Security and networking can be scaled independently, eliminating the need
for costly infrastructure overhauls. Businesses can upgrade firewalls or add new security tools without disrupting
SD-WAN operations, optimizing both performance and budget.

* Alignment with Modern Security Models: The service chain model supports next-generation frameworks like
SASE and ZTNA, which require a segregated security control plane. This ensures Nepean’s SD-WAN is future-
proof and adaptable to evolving business needs.

This decoupled architecture eliminates the single point of failure inherent in monolithic SD-WAN solutions, where a
vendor’s security flaw can expose the entire network. By integrating with diverse security tools, Cyber Intelligence
enhances resilience and ensures comprehensive threat detection.

Seamless Integration with Existing Workflows

Cyber Intelligence is designed to integrate seamlessly with existing business security workflows, making it an ideal
choice for organizations with established IT environments. Whether a business relies on Cisco, Fortinet, Zscaler,
or open-source solutions like WireGuard, Nepean’s SD-WAN ensures full compatibility. This interoperability extends
to third-party optical network terminals (ONTSs), customer premises equipment (CPE), routers, switches, and access
points, allowing businesses to preserve their existing infrastructure while adopting Nepean’s Smart SD- WAN.

For MSPs, this compatibility is a game-changer. They can onboard clients with diverse ecosystems—common in
mergers, acquisitions, or multi-vendor environments—without requiring costly hardware replacements. Nepean’s
Juggler zero-touch provisioning tool further simplifies deployment, enabling rapid setup of SD-WAN nodes and
security configurations using pre-configured templates and MAC address-based provisioning. This plug-and-play
approach reduces operational complexity and accelerates service delivery, particularly for small businesses or
remote sites with limited IT resources.

Enhancing Security with llluminate’s Real-Time Insights

Cyber Intelligence is amplified by Nepean Networks’ llluminate platform, which integrates Al- driven Deep Packet
Inspection (DPI) to provide real-time visibility into network traffic. Unlike static firewall validation checks, llluminate
continuously monitors and analyzes traffic, offering actionable insights through over 40 real-time dashboards. Key
security features include:

*« Anomaly Detection: Machine learning identifies unusual traffic patterns, flagging potential threats like
malware, unauthorized VPNs, or rogue DHCP services. This out-of-band analysis detects sophisticated
malware that disables endpoint security agents, providing early warnings against ransomware or botnet
activity.

+ Cyberthreat Forensics: llluminate’s advanced filters and forensics tools allow IT teams to trace security
incidents back in time, identifying the source of breaches or policy violations. For example, it can detect
access to command-and-control servers or dark web connections, with IP addresses verifiable via tools like
IBM X-Force.

+ Data Leak Protection: Illuminate identifies “call home” behaviors from |oT devices, browsers, or operating
systems, preventing unauthorized data exfiltration to unknown jurisdictions.
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* Protocol and Application Analysis: Real-time protocol analysis and hostname visibility ensure accurate
identification of applications and encrypted connections, flagging outdated protocols (e.g., SMBv1) that are
vulnerable to exploits like WannaCry ransomware.

These capabilities ensure that firewalls remain vigilant, addressing the “set it and forget it” mindset that leaves
networks exposed. By combining llluminate’s analytics with the Antares portal’s Grafana-based metrics, Cyber
Intelligence provides comprehensive visibility into security and performance metrics like latency, packet loss, and
link stability, enabling proactive threat mitigation.

Strategic Benefits for Businesses & MSPs

Cyber Intelligence delivers significant advantages for both businesses and MSPs, aligning security with business
objectives:

* For Businesses:

o Tailored Security: Organizations can customize their security stack to match their risk appetite and
compliance needs, such as PCI DSS or HIPAA, without relying on suboptimal embedded firewalls.

o Freedom from Lock-In: Swap security vendors without reconfiguring SD-WAN, ensuring agility and
control.

o Cost Efficiency: Independent scaling of security and networking avoids unnecessary investments in
bundled features.

o Enhanced Resilience: Multi-layered security reduces the risk of systemic failures, improving overall
network reliability.

* For MISPs:

o Competitive Differentiation: Offer vendor-agnostic SD-WAN and security services, standing out in a
crowded market.

o Operational Efficiency: Simplified deployments via Juggler and centralized management through Antares
reduce costs and improve service delivery.

o Flexible SLAs: Tailor service agreements to client-specific requirements, enhancing customer
satisfaction.

A real-world example illustrates the impact: A global MSP managing 50 retail locations across multiple regions
reduced public IP usage, simplified security deployments, and eliminated downtime for critical applications by
adopting Nepean’s Cyber Intelligence. The service chain model allowed them to integrate WatchGuard firewalls at
the core with pfSense at the edge, delivering robust, layered protection tailored to each site’s requirements.
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A Future-Proof Approach to Network Security

Nepean Networks’ Cyber Intelligence redefines SD-WAN security by embracing a vendor- agnostic, service chain-
based approach. By supporting a wide range of firewalls, integrating seamlessly with existing workflows, and
leveraging llluminate’s Al-driven analytics, it empowers businesses to build resilient, adaptable, and cost-
effective security architectures. This approach not only mitigates the risks of vendor lock-in and single points of
failure but also positions organizations to thrive in an era of increasing cyber threats and technological
complexity.

As businesses and MSPs navigate the challenges of cloud-based applications, remote work, and loT proliferation,
Nepean Networks” Cyber Intelligence offers a future-proof solution that combines flexibility, security, and
performance. Embrace the power of agnostic security and elevate your network today.

— -« NEpean
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Nepean Networks' Edge Intelligence

Redefining Smart SD-WAN with Versatile
Edge Capabilities

Edge Intelligence | The future of Smart SD-Wan

Transforming the SD-WAN edge into a powerful NFV platform for flexibility, cost efficiency, and performance.

One Device. Infinite Possibilities.

What is Edge Intelligence What Makes It a Game-Changer?
I,
Traditional SD-WAN | NFV-Powered Edge * Multifunctional NFV Platform: Debian Bookworm
<D’ Runs Debian Bookworm an x86 hardware on x86 hardware.
* Hardware-Agnostic Flexibility: Hosts Linux
Edge Intelligence | Hardware-Agnostic based apps beyond routing
SD-WAN solution that empowers * Enhanced Performance: Lew latency, WAN
businesses to adapt to modern demands. optimization, WireGuard VPN
Business Impact Why It Outshines Legacy
Approaches
Cost Reduction Sim.plified Operations I Fewer devices lower Capex &
Fever devices lower .Unlm'ed MBI EERS Opex
Capex and Opex just pirferes portal
Propricity hardware lock in Hardware-agnostic
Limited edge functionality Full app hosting at the edge
Scalability & Agility
Rapid deployrn‘ent. zero touch Higher costs & complexity Lower costs & simplified ops
provisioning
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Discover How Nepean Networks Enhances SD-WAN with
Innovative Edge Intelligence for Improved Networking

In the rapidly evolving world of business networking, Nepean Networks is pushing the boundaries of Software-
Defined Wide Area Networking (SD-WAN) with its Smart SD-WAN strategy, where Edge Intelligence stands as a
cornerstone. By transforming the SD-WAN edge device into a powerful Network Function Virtualization (NFV)
platform, Nepean Networks delivers unmatched flexibility, cost efficiency, and operational simplicity. Edge
Intelligence enables businesses and service providers to consolidate multiple network functions into a single,
intelligent platform, streamlining operations while enhancing performance and scalability. Drawing from Nepean
Networks' next-generation SD-WAN innovations, this article explores how Edge Intelligence is revolutionizing
business connectivity by merging advanced virtualization with robust edge capabilities.

What is Edge Intelligence?

Edge Intelligence is a defining feature of Nepean Networks’ Smart SD-WAN, where the edge device serves not only
as a gateway for SD-WAN connectivity but also as a versatile NFV platform running on Debian Bookworm, a robust
Linux distribution optimized for x86 architectures. Unlike traditional SD-WAN edge devices that are limited to basic
routing and connectivity tasks, Nepean’s edge devices are engineered to host a wide range of Linux-based
applications. This transforms the edge into a multi-functional hub capable of supporting critical network services,
from wireless controllers to VolP systems, all within a single device.

By leveraging the power of NFV, Edge Intelligence eliminates the need for multiple dedicated hardware appliances,
reducing costs, power consumption, and management complexity. This aligns with Nepean Networks’ broader
vision of delivering a software-driven, hardware-agnostic SD-WAN solution that empowers businesses to adapt to
modern demands without being tethered to proprietary ecosystems.

Key Capabilities of Edge Intelligence

Edge Intelligence redefines the role of the SD-WAN edge by embedding advanced virtualization and application-
hosting capabilities. Below are the key features that make it a game-changer:

Multi-Functional NFV Platform

The Smart SD-WAN edge device, powered by Debian Book worm, supports any Linux x86-based application,
enabling businesses to consolidate various network functions into a single platform. Examples include:

* Network Managers & Wireless Controllers: Manage Wi-Fi networks and connectivity policies directly from
the edge, streamlining wireless deployments for branch offices or remote sites.

* Soft PBXs and VolP Services: Host voice-over-IP solutions, such as Asterisk, to deliver high-quality voice
communications without dedicated telephony hardware.

* WireGuard VPN Servers: Provide secure remote access for employees or devices using modern, lightweight
protocols like WireGuard, which outperforms traditional IPsec VPNs in efficiency and security.

This versatility allows businesses to replace multiple customer-premise devices—such as routers, firewalls, and
PBX systems—with a single intelligent edge device, reducing hardware sprawl and operational overhead.

~ . Nepean
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Hardware-Agnostic Flexibility

Unlike first- and second-generation SD-WAN solutions that often relied on proprietary hardware; Nepean Networks’
Edge Intelligence embraces a software-first approach. By running on standard, off-the-shelf hardware, the edge
device supports a wide range of virtualized network functions, including open-source platforms like OpenWrt,
OPNsense, pfSense, IPFire, and RouterQS, as well as proprietary images. This agnosticism ensures interoperability
with existing infrastructure, allowing businesses to choose the tools that best fit their needs without vendor lock-in.

Seamless Integration with Nepean’s Ecosystem

Edge Intelligence is tightly integrated with Nepean Networks’ next-generation SD-WAN tools, such as the llluminate
analytics platform and Juggler zero-touch provisioning system. llluminate provides deep insights into edge
performance, enabling businesses to monitor application traffic, identify bottlenecks, and optimize resource
allocation in real time. Juggler simplifies deployment by automating the configuration of edge devices, allowing new
sites to be provisioned in under 24 hours with minimal manual intervention. This combination ensures that Edge
Intelligence not only enhances functionality but also simplifies management across distributed environments.

The Business Impact of Edge Intelligence

By embedding advanced NFV capabilities into the SD-WAN edge, Nepean Networks delivers transformative benefits
that address the challenges of modern business networking:

* Cost Reduction: Consolidating multiple network functions into a single edge device eliminates the need for
dedicated appliances, lowering capital expenditures and reducing power and maintenance costs. For service
providers, this means fewer devices to manage, translating to significant savings in support and operational
expenses.

+ Simplified Operations: Edge Intelligence reduces complexity by centralizing network services at the edge. IT
teams can manage wireless controllers, VolP services, and VPN servers through a single platform, accessible via
Nepean’s intuitive Antares portal. This unified management approach minimizes the need for specialized
expertise and streamlines troubleshooting.

+ Enhanced Performance: By hosting critical applications directly at the edge, businesses can reduce latency and
improve application performance, especially for real-time services like VolP and video conferencing. The
integration of WAN optimization techniques, such as data compression and modern protocols like WireGuard,
further boosts throughput and reliability, even in bandwidth-constrained environments.

* Scalability and Agility: Edge Intelligence supports rapid scaling, allowing businesses to deploy new services
or sites without extensive hardware upgrades. The zero-touch provisioning capabilities of Juggler ensure that
new edge devices can be brought online quickly, making it ideal for dynamic environments like retail chains or
expanding busineses.

* Robust Security: Hosting WireGuard VPN servers at the edge provides secure, encrypted connectivity for remote
users and devices. The separation of management and data planes, combined with advanced encryption options
(e.g., AES 128/256, Salsa20/256), ensures that sensitive data remains protected, aligning with Secure Access
Service Edge (SASE) principles.
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Why Edge Intelligence Outshines Legacy Approaches

Traditional SD-WAN edge devices and legacy networking solutions, such as MPLS-based systems, often require
dedicated hardware for each network function, leading to higher costs, increased complexity, and limited flexibility.
For example, deploying a separate firewall, wireless controller, and VolP server at each branch site demands
significant investment in hardware and ongoing maintenance. In contrast, Nepean Networks’ Edge Intelligence
collapses these functions into a single, software-driven platform, delivering the same capabilities with greater
efficiency.

Moreover, legacy solutions lack the virtualization, and optimization features that Edge Intelligence provides. First-
generation SD-WANs focused on basic connectivity over broadband, while second-generation solutions introduced
cloud-native capabilities but still fell short in edge functionality. Nepean’s next-generation approach, with Edge
Intelligence at its core, combines NFV, WAN optimization, and a hub-and-spoke architecture to deliver a
comprehensive solution that’s ready for the demands of modern businesses. Real-World Applications for Edge
Intelligence

Real-World Applications for Edge Intelligence

Edge Intelligence is particularly impactful for businesses with distributed operations or complex networking
needs. For example:

* Retail Chains: A retail business with multiple stores can use Edge Intelligence to manage wireless networks,
process payments via secure VPNs, and run VolP services for customer support—all from a single edge device
per location.

¢ Healthcare Providers: Hospitals and clinics can deploy soft PBXs for internal communications and host
network managers to ensure secure, reliable connectivity for patient data systems, all while minimizing
hardware costs.

¢ Service Providers: Managed service providers (MSPs) can leverage Edge Intelligence to offer multi-tenant
solutions, isolating customer environments on shared infrastructure while reducing the number of devices they
need to support.

Wrap | Edge Intelligence as the Future of SD-WAN

Nepean Networks’ Edge Intelligence redefines the SD-WAN landscape by transforming the edge device into a
versatile, NFV-powered platform that supports a wide range of applications and services. By consolidating network
functions, embracing hardware-agnostic flexibility, and integrating with advanced tools like llluminate and Juggler,
Edge Intelligence delivers unparalleled cost savings, operational simplicity, and performance. For businesses seeking
to modernize their networks, move away from proprietary hardware, and prepare for future scalability, Nepean’s
Smart SD-WAN with Edge Intelligence is the ultimate solution.
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Nepean Networks' Experience Intelligence

Elevating User Experience in Smart SD-
WAN

Experience Intelligence

Nepean Networks’ Smart SD-WAN strategy introduces Experience Intelligence, enhancing user experience
during network congestion. It employs bi-directional Quality of Service (QoS) for: Crystal-clear voice quality,
Optimal application performance, Consistent connectivity. This feature is crucial for businesses reliant on
real-time applications like video conferencing and VolP, showcasing how Experience Intelligence transforms
user-centric networking.

What is Experience Intelligence?
Experience Intelligence is the user-focused core of Nepean Networks’ Smart SD-WAN, designed to enhance

user experience under varying network conditions. Unlike traditional SD-WAN, it uses advanced QoS
mechanisms, adaptive algorithms, and real-time link monitoring to ensure reliability for critical applications.

Key Features of Experience Intelligence
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Discover how Nepean Networks' Smart SD-WAN redefines
user experience with Experience Intelligence for seamless
business communication

In the modern business landscape, where seamless communication and real-time application performance are
critical, Nepean Networks' Smart SD-WAN strategy introduces Experience Intelligence as a transformative
component. This innovative feature ensures that user experience remains uncompromised, even in the face of
network congestion or link degradation. By leveraging bi-directional Quality of Service (QoS) with fairness, adaptive
bandwidth allocation, and intelligent path determination, Experience Intelligence guarantees crystal-clear voice,
optimal application performance, and consistent connectivity. Drawing from Nepean Networks' advanced SD-WAN
capabilities, this article explores how Experience Intelligence redefines user-centric networking for businesses
relying on real-time applications like video conferencing and VolP.

What is Experience Intelligence?

Experience Intelligence is the user-focused core of Nepean Networks’ Smart SD-WAN, designed to prioritize and
optimize the end-user experience across diverse network conditions. Unlike traditional SD-WAN solutions that may
focus solely on bandwidth or basic traffic management, Experience Intelligence integrates advanced QoS
mechanisms, adaptive algorithms, and real- time link monitoring to ensure consistent performance for mission-
critical applications. By intelligently managing both upstream and downstream traffic, it delivers a seamless
experience for voice, video, and cloud-based services, even when network conditions are less than ideal.

Built on Nepean Networks’ robust hub-and-spoke architecture and powered by the Linux tc (traffic control)
framework, Experience Intelligence dynamically adapts to changing traffic patterns and link performance. This
ensures that businesses can maintain high-quality communications and application responsiveness, making it a
game-changer for industries like healthcare, finance, and retail, where downtime or lag can have significant
consequences.

Key Features of Experience Intelligence

Experience Intelligence is engineered to deliver a superior user experience through three key pillars: bi-directional
QoS with fairness, adaptive bandwidth allocation, and intelligent path determination. These features work together
to ensure consistent performance across distributed environments.

Bi-Directional QoS with Fairness

Nepean Networks’ SD-WAN implements bi-directional QoS, a unique capability that sets it apart from solutions
relying on centralized hubs or cloud gateways. Using the Linux tc framework, Experience Intelligence allows
businesses to create customized QoS profiles that prioritize critical traffic—such as VolP, video conferencing, or CRM
applications—both upstream and downstream. This ensures:

+ Crystal-Clear Voice by Default: Real-time traffic, such as SIP/H.323 control packets, ICMP packets (<500 bytes),
and DSCP expedited forwarding packets, is prioritized to deliver impeccable voice quality. For example,
the default QoS profile allocates 40% of bandwidth to real-time traffic, ensuring uninterrupted VolP calls even
during peak usage.
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« Fair Resource Allocation: Stochastic Fairness Queueing (SFQ) and other packet management algorithms ensure
equitable bandwidth distribution across users and applications, preventing any single flow from monopolizing
resources. This fairness is critical for multi-tenant environments or businesses with diverse application needs.

By applying QoS bi-directionally, Nepean Networks ensures that both outbound and inbound communications
maintain high quality, a significant advantage over traditional SD-WANs that may only prioritize outbound traffic.

Adaptive Bandwidth Allocation

Experience Intelligence leverages Nepean Networks’ proprietary bandwidth adaptation algorithms to dynamically
adjust traffic distribution based on real-time network conditions. Unlike static bandwidth allocation, which can lead
to inefficiencies when links degrade, adaptive allocation ensures optimal resource usage by:

¢ Monitoring Link Performance: Algorithms continuously measure link metrics like latency, jitter, packet loss, and
congestion across bonded connections (e.g., fiber, LTE, or wireless). This prevents weaker links from becoming
bottlenecks, as highlighted in Nepean’s bonding best practices, where links with significantly lower capacity
(e.g., <30% of the primary link) are dynamically deprioritized.

* Adjusting Traffic in Real Time: Traffic is intelligently routed to the best-performing links, ensuring optimal speed
and reliability. For instance, if a 100 Mbps fiber link experiences congestion, Experience Intelligence shifts critical
traffic to a secondary 70 Mbps link with lower latency, maintaining performance for real-time applications.

This adaptability is crucial for businesses with fluctuating traffic patterns, such as retail chains
during peak sales or remote offices with variable connectivity.

Intelligent Path Determination

Experience Intelligence employs advanced path determination for both upstream and downstream traffic, ensuring
optimal flow for real-time applications. Unlike session-based solutions that may rely on inefficient packet
duplication, Nepean’s packet-based flow enablement:

« Optimizes Traffic Paths: Using Deep Packet Inspection (DPI) and application-aware aggregation, Experience
Intelligence routes specific applications (e.g., Zoom, Microsoft Teams, or VolP) over the lowest-latency, highest-
performing links. This minimizes jitter and packet reordering issues, which are particularly detrimental to voice
and video quality.

* Ensures Stability: The hub-and-spoke architecture separates management and data planes, enhancing network
stability and enabling seamless failover within 300ms if a link fails. This ensures uninterrupted service for critical
applications, even during outages.

By prioritizing actual last-mile link performance over ISP-advertised speeds, as emphasized in Nepean’s critique
of the “bandwidth myth,” Experience Intelligence delivers consistent performance tailored to real-world conditions.
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Business Benefits of Experience Intelligence

Experience Intelligence delivers tangible benefits that elevate user experience and operational efficiency:

* Unparalleled Voice and Video Quality: By prioritizing real-time traffic and mitigating latency, Experience
Intelligence ensures crystal-clear VolP calls and smooth video conferencing, critical for remote work and
customer interactions. For example, businesses using Zoom or Teams benefit from dedicated bandwidth for
real-time traffic, avoiding choppy audio or video lag.

* Resilience Under Congestion: Adaptive bandwidth allocation and intelligent path determination prevent
performance degradation during peak usage or link failures. This is vital for businesses relying on cloud
applications or POS systems, where delays can impact revenue or customer satisfaction.

e Cost Efficiency: By optimizing existing links rather than requiring oversized bandwidth, Experience
Intelligence reduces reliance on expensive ISP packages (e.g., 1 Gbps fiber). As noted in Nepean’s analysis, a
well-managed 300 Mbps connection can support thousands of users, making smarter connectivity more cost-
effective than “bigger pipes.” Simplified Management: QoS profiles, accessible via Nepean’s Antares portal,
allow businesses to customize traffic prioritization with ease. The default profile, optimized for most use cases,
covers real-time, interactive, routine, and bulk traffic, reducing the need for manual tuning.

¢ Scalability for Growth: Experience Intelligence supports dynamic scaling by bonding multiple links (e.g.,
fiber, LTE, or wireless) and adapting to changing traffic demands. New sites can be provisioned quickly using
Nepean’s Juggler zero-touch tool, ensuring seamless expansion.

Why Experience Intelligence Outshines Traditional Solutions

Legacy networking solutions like MPLS and traditional VPNs often struggle with latency, congestion, and inflexible traffic
management. MPLS, for instance, relies on dedicated circuits that are costly and slow to scale, while VPNs lack
the sophisticated QoS and bonding capabilities needed for real-time applications. Even early SD-WAN
deployments focused on basic failover and load balancing, neglecting user experience under variable conditions.

Nepean Networks’ Experience Intelligence addresses these shortcomings by combining bi-directional QoS, adaptive
bandwidth allocation, and intelligent path determination into a cohesive strategy. By leveraging Linux tc for precise
traffic control and a hub-and-spoke architecture for stability, it ensures that critical applications remain performant,
even in challenging network environments. This contrasts with solutions that prioritize raw bandwidth, which, as
Nepean highlights, doesn’t solve latency or congestion issues.

Real-World Applications for Experience Intelligence

Experience Intelligence is particularly valuable for businesses with demanding connectivity needs:

¢ Call Centers: Prioritizing VolP traffic ensures crystal-clear calls, even during high network usage, improving
customer service and agent productivity.

¢ Retail Chains: POS systems and cloud-based inventory applications benefit from low-latency, stable
connections, ensuring fast transactions and real-time updates.
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* Hybrid Workforces: Remote employees using VPNs or cloud applications experience seamless access with
optimized latency and bandwidth allocation, enhancing productivity.

¢ Healthcare Providers: Telemedicine platforms and patient data systems rely on consistent, secure
connectivity, which Experience Intelligence delivers through intelligent traffic management.

Wrap | Experience Intelligence as the Heart of User-Centric SD-WAN

Nepean Networks’ Experience Intelligence redefines SD-WAN by placing user experience at the forefront. Through
bi-directional QoS with fairness, adaptive bandwidth allocation, and intelligent path determination, it ensures
crystal-clear voice, seamless video, and reliable cloud performance, even under congestion or link degradation.
By optimizing last-mile performance and prioritizing business-critical traffic, Experience Intelligence delivers a
smarter, more efficient alternative to traditional networking solutions.
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Nepean Networks' Connectivity Intelligence

Powering a Resilient & Efficient Smart
SD-WAN

Connectivity Intelligence
Smart SD-WAN Redefining Business Networking

What is Connectivity Intelligence?

Connectivity Intelligence optimizes network performance
by intelligently managing multiple last-mile connections.

Key Features of Connectivity Intelligence
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Discover how Nepean Networks' Connectivity Intelligence
enhances Smart SD-WAN for superior performance &
resilience

In today’s hyper-connected world, businesses demand networks that are not only fast but also resilient, adaptable,
and capable of delivering seamless performance across diverse applications. Nepean Networks’ Smart SD-WAN
strategy, with its innovative Connectivity Intelligence, redefines business networking by intelligently managing last-
mile connections to ensure maximum bandwidth, reliability, and application stability. By being last-mile agnostic—
working with any ISP and any medium, including fibre, fixed wireless, or mobile—Nepean’s SD- WAN delivers a
robust solution that tackles common network challenges like buffer bloat, packet loss, and high latency. This article
explores how Connectivity Intelligence drives Nepean’s Smart SD-WAN, offering businesses unparalleled
performance and continuity.

What is Connectivity Intelligence?

Connectivity Intelligence is the core of Nepean Networks’ Smart SD-WAN, a sophisticated system that optimizes
network performance by intelligently managing multiple last-mile connections. Unlike traditional networking
solutions that rely on a single link or basic failover mechanisms, Connectivity Intelligence leverages smart bonding,
instant failover, and advanced algorithms to ensure consistent, high-quality connectivity. It dynamically monitors
and adapts to real-time network conditions, mitigating issues like buffer bloat, intermittent packet loss, and high
latency, which are critical for real-time applications such as VolP, video conferencing, and cloud-based services.

Built on Nepean’s last-mile agnostic architecture, Connectivity Intelligence combines fibre, fixed wireless, and
mobile links into a single, resilient virtual connection. This approach ensures that businesses can maximize
bandwidth, maintain session continuity, and achieve optimal performance, regardless of the underlying ISP or
connection type. By using a packet-based overlay rather than traditional session-based VPNs, Nepean’s SD-WAN
avoids interruptions and delivers a seamless user experience, even during link failures.

Key Features of Connectivity Intelligence

Nepean Networks’ Connectivity Intelligence is built on three foundational pillars: smart bonding and aggregation,
instant failover with zero session drops, and advanced algorithms for last-mile issue mitigation. These features work
in harmony to create a network that is both high-performing and resilient.

Smart Bonding & Aggregation for Maximum Bandwidth

Nepean’s SD-WAN employs smart bonding and aggregation to combine multiple last-mile connections—such as
fibre, LTE, or fixed wireless—into a single logical link, significantly increasing available bandwidth. Unlike
traditional load balancing, which uses one link at a time, Connectivity Intelligence dynamically distributes traffic
across all available links based on real- time performance metrics.

« Efficient Bandwidth Utilization: By aggregating links, Nepean’s SD-WAN can combine, for example, a 100
Mbps fibre link with a 50 Mbps LTE link to deliver up to 150 Mbps of usable throughput, depending on
conditions. This ensures that no bandwidth goes to waste, as highlighted in Nepean’s approach to bonding
multiple links.
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« Balanced Link Performance: Connectivity Intelligence adheres to best practices, such as bonding links with
capacities within 50-70% of each other to avoid bottlenecks. For instance, pairing a 100 Mbps fibre link with a
70 Mbps wireless link ensures efficient traffic distribution, while a significantly weaker link (e.g., 10 Mbps) would
be deprioritized to prevent jitter and packet reordering.

This intelligent aggregation maximizes speed and ensures optimal performance for bandwidth-intensive
applications like video streaming and large data transfers.

Instant Failover with Zero Session Drops

Traditional failover solutions often introduce noticeable delays, causing dropped VolP calls or buffering during video
conferences. Nepean’s Connectivity Intelligence eliminates these disruptions by using a packet-based overlay that
ensures instant failover within 300 milliseconds, maintaining session continuity even when a link fails.

+ Seamless Transitions: Unlike session-based VPNs, which may drop connections during failover, Nepean’s
packet-based approach steers traffic to healthier links in real-time without interrupting active sessions. This is critical
for applications like Microsoft Teams or Zoom, where even a brief disruption can degrade user experience.

¢ Proactive Performance Management: Connectivity Intelligence continuously monitors link health, detecting
degradation (e.g., high jitter or packet loss) before a full failure occurs. Traffic is rerouted to the best-performing
link, ensuring no noticeable impact on users. For example, if a fibre link experiences congestion, traffic is
seamlessly shifted to an LTE backup.

This capability ensures bulletproof reliability, making Nepean’s SD-WAN ideal for businesses where downtime is not
an option, such as retail, healthcare, or financial services.

Algorithms to Mitigate Last-Mile Issues

Last-mile challenges like buffer bloat, intermittent packet loss, and high latency can significantly impact network
performance, particularly for real-time applications. Connectivity Intelligence employs advanced algorithms to
detect and mitigate these issues, ensuring consistent application performance.

« Buffer bloat Mitigation: Buffer bloat, caused by oversized buffers in network devices, leads to high latency and
jitter. Nepean’s SD-WAN uses intelligent traffic shaping and adaptive queue management to prioritize critical
traffic, such as VolP or video, preventing buffer overflow and reducing delays.

* Packet Loss and Latency Management: Connectivity Intelligence monitors metrics like latency, jitter, and packet
loss across all links. If a link shows signs of degradation (e.g., packet loss due to congestion or interference), the
system dynamically reroutes traffic to healthier links, minimizing disruptions. For instance, VolP packets are
prioritized over low-latency links to ensure clear calls.

+ Real-Time Optimization: Using Deep Packet Inspection (DPl) and application-aware aggregation,
Connectivity Intelligence routes specific applications over the most suitable links based on their performance
requirements. This ensures that latency- sensitive applications, like video conferencing, experience minimal
delays, even in congested or unstable network conditions.

These algorithms make Nepean’s SD-WAN a proactive solution that anticipates and resolves issues before they
impact users.
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Business Benefits of Connectivity Intelligence

Nepean Networks’ Connectivity Intelligence delivers measurable benefits that empower businesses to achieve
superior network performance and reliability:

+ Enhanced Application Performance: By prioritizing real-time traffic and mitigating last-mile issues, Connectivity
Intelligence ensures crystal-clear VolP calls, smooth video conferencing, and responsive cloud applications,
boosting productivity and user satisfaction.

¢ Increased Reliability: Instant failover and proactive traffic steering eliminate downtime and session
interruptions, ensuring business continuity for critical operations like POS systems or telemedicine platforms.

* Cost Efficiency: By aggregating multiple links and optimizing their performance, Connectivity Intelligence
reduces the need for expensive, high-bandwidth connections. Businesses can achieve high performance
using cost-effective links like LTE or wireless, as Nepean’s SD-WAN is last-mile agnostic.

e Scalability and Flexibility: Nepean’s SD-WAN supports diverse connection types and ISPs, allowing
businesses to scale their networks easily. New sites can be deployed quickly with zero-touch provisioning,
ensuring seamless expansion.

+ Simplified Network Management: Centralized monitoring and analytics provide visibility into link performance,
enabling businesses to identify and resolve issues quickly. This reduces the risk of configuration errors, which
are a common cause of packet loss.

Why Connectivity Intelligence Stands Out

Traditional VPNs and early SD-WAN solutions often rely on session-based failover, which can lead to disruptions
during link failures. In contrast, Nepean’s Connectivity Intelligence uses a packet-based overlay that ensures
seamless transitions and maintains application stability. By addressing last-mile challenges like bufferbloat and
packet loss, it outperforms legacy solutions like MPLS, which are rigid and costly, and traditional VPNs, which lack
advanced traffic management capabilities.

Nepean’s last-mile agnostic approach further distinguishes it, allowing businesses to combine any ISP or medium
—fibre, fixed wireless, or mobile—without being locked into a single provider. This flexibility, combined with smart
bonding and real-time optimization, makes Connectivity Intelligence a powerful tool for modern businesses.

Real-World Applications of Connectivity Intelligence

Nepean’s Connectivity Intelligence is tailored for businesses with demanding connectivity needs:

* Retail: Ensures fast, reliable POS transactions and real-time inventory updates, even in areas with unstable
last-mile connections.

¢ Healthcare: Supports telemedicine and patient data systems with low-latency, high-reliability connections,
critical for real-time consultations.

* Remote Work: Provides seamless access to cloud applications for distributed workforces, minimizing latency
and packet loss for tools like Zoom or Salesforce.
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+ Rural ISPs: Enables Wireless Internet Service Providers (WISPs) to deliver high-quality
services by bonding multiple backhaul connections, across multiple deployments globally.

Wrap | Connectivity Intelligence as the Future of SD-WAN

Nepean Networks’ Connectivity Intelligence transforms SD-WAN into a dynamic, resilient, and user-centric solution.
By leveraging smart bonding, instant failover, and advanced algorithms to mitigate last-mile issues, it ensures
maximum bandwidth, minimal disruptions, and optimal performance for critical applications. Whether your
business operates in urban centers or remote regions, Nepean’s last-mile agnostic SD-WAN delivers the flexibility
and reliability needed to stay connected in today’s digital landscape.
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Nepean Networks' Cloud Intelligence

The Operational Nerve Center of Smart
SD-WAN

Cloud Intelligence
In the dynamic world of business networking, where distributed teams, cloud
applications, and remote operations demand seamless connectivity, Nepean Networks'
Smart SD-WAN stands out with its innovative Cloud Intelligence. At the heart of this
strategy lies the Antares cloud portal, serving as the operational nerve center that unifies
management, monitoring, and orchestration.

What is Cloud Intelligence

Cloud Intelligence is the management layer for Nepean Networks' Smart SD-WAN, accessed
through the Antares portal on IBM Cloud. This secure platform allows centralized monitoring
of various endpoints and integrates with tools like llluminate for Al analytics and Juggler for
automated provisioning. Key features include two-factor authentication and a user-friendly
interface, improving multi-site management, reducing operational costs, and enhancing
performance and security.

"~\ Key Features of Cloud Intelligence
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Discover how Nepean Networks' Cloud Intelligence
revolutionizes SD- WAN management with seamless
connectivity & streamlined operations

In the dynamic world of business networking, where distributed teams, cloud applications, and remote operations
demand seamless connectivity, Nepean Networks' Smart SD-WAN stands out with its innovative Cloud Intelligence.
At the heart of this strategy lies the Antares cloud portal, serving as the operational nerve center that unifies
management, monitoring, and orchestration. Designed for managed service providers (MSPs) and businesses alike,
Cloud Intelligence delivers multi-tenant hierarchical control, zero-touch provisioning via Juggler, NOC mode with
intuitive status indicators, and integrated notifications—all within a single pane of glass. Drawing from Nepean
Networks' advanced platforms, this article explores how Cloud Intelligence empowers organizations to achieve
unparalleled visibility, efficiency, and control over their networks.

What is Cloud Intelligence?

Cloud Intelligence is the cloud-based management layer of Nepean Networks’ Smart SD-WAN, embodied by the
Antares portal. This secure, IBM Cloud-hosted platform provides a centralized command center for overseeing SD-
WAN deployments, extending visibility and control to every endpoint, including upstream devices like modems and
routers, and downstream devices such as access points, switches, printers, and IP phones. Unlike traditional SD-
WAN portals that limit management to the WAN edge, Antares creates a holistic ecosystem, integrating with tools
like llluminate for Al-driven analytics and Juggler for automated provisioning.

With support for two-factor authentication (2FA) and a user-friendly interface, Cloud Intelligence ensures secure,
scalable network management. It transforms complex, multi-site environments into easily manageable
infrastructures, reducing operational overhead while enhancing performance and security.

Key Features of Cloud Intelligence

Cloud Intelligence leverages the Antares portal to deliver a suite of powerful features that streamline network
operations.

Multi-Tenant & Hierarchical Management

Antares is built for scalability, offering multi-tenant and hierarchical capabilities that allow MSPs to manage multiple
customers from a single platform. Administrators can grant selective self-service control to clients, enabling them
to view dashboards or adjust specific settings without compromising overall security. This structure is ideal for
MSPs serving diverse clients, from small businesses to large businesses, ensuring isolated environments while
maintaining centralized oversight.

For instance, an MSP can monitor network performance across 50 retail stores, providing each location with tailored
access to metrics like bandwidth usage or outage status, all while retaining full administrative privileges.
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Zero-Touch Provisioning with Juggler

One of Antares' stand out integrations is with the Juggler service, enabling zero-touch provisioning (ZTP) for rapid
SD-WAN deployment. When a new edge node is powered on, Juggler scans all ports for an internet connection,
verifies the device's unique MAC address against pre- provisioned settings in Antares, and automatically downloads
and applies configurations. This includes security policies, traffic routing rules, and performance parameters,
reducing setup time from days to minutes.

Juggler's plug-and-play approach supports dynamic environments, allowing nodes to reconfigure automatically
when relocated. This eliminates the need for on-site technicians, minimizes errors, and facilitates scalability—
perfect for businesses expanding to new sites or MSPs onboarding clients quickly.

NOC Mode with RAG Status Icons

Cloud Intelligence includes a Network Operations Center (NOC) mode, featuring Red/Amber/Green (RAG) status
icons for instant situational awareness. The high-level dashboard summarizes management plane connectivity and
data plane leg status, using color- coded indicators to highlight issues like outages, link degradation, or high latency.
This enables rapid incident response, with administrators quickly identifying and addressing problems before they
impact users.

Detailed views, such as node status, tunnel latency graphs, and WAN leg states (e.g., blackouts or brownouts),
provide granular insights. Integrated with Grafana graphs, NOC mode displays metrics like bitrates, QoS, CPU
usage, packet loss, and link stability over customizable timeframes, from one minute to one year.

Integrated Notification Systems

Antares features built-in notification systems for proactive monitoring and rapid response. Alerts for events like
packet loss, outages, or security threats are delivered in real-time, ensuring IT teams can mitigate issues swiftly. This
integration with llluminate's Al-driven DPI enhances threat detection, notifying administrators of anomalies such as
unauthorized VPNs or rogue DHCP services.

Notifications support compliance efforts, providing data for regulations like PCI DSS and HIPAA without storing
actual transmitted data—only meta data is retained for privacy and security.

Single Pane of Glass for Comprehensive Visibility

Cloud Intelligence realizes the "single pane of glass" concept by unifying control over upstream, downstream, and
edge devices. From rebooting a modem to configuring switch ports or monitoring IP phones, all tasks are handled
remotely via Antares' intuitive interface. This eliminates blind spots, reduces truck rolls, and empowers MSPs with
true end-to-end visibility.

Integration with Illuminate adds advanced analytics, including device discovery, application identification,
geolocation, and risk assessment, transforming raw data into actionable insights.
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Integration with Nepean’s Ecosystem

Cloud Intelligence seamlessly integrates with Nepean’s broader SD-WAN tools. Illuminate’s DPI engine provides
deep insights into traffic, while Juggler handles provisioning. Together, they enable features like elastic IP for
reduced public IPv4 usage, CPE NAT for added security, and intelligent failover across multiple connections (e.g.,
fiber, LTE, fixed wireless). Antares also supports third-party firewalls like Clavister, bolstering dual-layer defence.

Business Benefits of Cloud Intelligence

* Operational Efficiency: Reduces deployment time, minimizes errors, and lowers costs by automating
provisioning and enabling remote management.

* Scalability for MSPs: Multi-tenant design allows MSPs to serve diverse clients efficiently, with self-service
options enhancing customer satisfaction.

* Enhanced Security and Reliability: Proactive alerts, Al-driven threat detection, and seamless failover
prevent downtime, as demonstrated in tests saving 114 hours of productivity.

¢ Cost Savings: Eliminates expensive on-site visits and optimizes resource usage, making business-grade SD-
WAN accessible to small businesses.

¢ Improved Performance: Real-time metrics and analytics enable data-driven optimizations for applications
like VolP, video conferencing, and cloud services.

Why Cloud Intelligence Outshines Traditional Solutions

Legacy network management often involves fragmented tools, manual configurations, and limited visibility. Antares
changes this by offering a cloud-native, unified platform that manages the entire ecosystem. Unlike basic SD-WAN
portals, it extends to upstream/downstream devices, integrates Al analytics, and supports zero-touch scalability—
outperforming rigid MPLS or VPN setups in flexibility, cost, and responsiveness.

Real-World Applications for Cloud Intelligence

For an MSP managing retail chains, Cloud Intelligence via Antares enables remote troubleshooting of modems or
switches, reducing downtime for POS systems. In healthcare, it ensures secure, compliant monitoring of IP phones
and access points. Small businesses benefit from self-service dashboards, while businesses leverage hierarchical
controls for global operations.

Wrap | Cloud Intelligence as the Future of Network Management

Nepean Networks’ Cloud Intelligence, powered by the Antares portal, redefines SD-WAN with its multi-tenant
design, zero-touch provisioning, NOC mode, notifications, and single-pane visibility. By integrating with Juggler and
Illuminate, it delivers a comprehensive, efficient solution for modern networks. For MSPs and businesses seeking
agility, security, and performance, Cloud Intelligence is the ultimate operational nerve center.
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Nepean Networks' Infrastructure &

Troubleshooting Intelligence
Empowering MSPs with Advanced Smart
SD-WAN Management

Infrastructure & Troubleshooting Intelligence
In the complex world of modern networking, where multi-vendor environments
and distributed infrastructure are the norm, Nepean’s SD-WAN introduces
Infrastructure & Troubleshooting Intelligence as a pivotal component.

What is Infrastructure & Troubleshooting Intelligence

/\/\ Infrastructure &Troubleshooting Intelligence is the management and diagnostic
< ) powerhouse within Nepean Networks’ Smart SD-WAN, designed to provide MSPs with
direct, secure control over complex network environments.

Secure Connect for Remote Integration with Nepean’s
Infrastructure Management Smart SD-WAN Ecosystem
* Full GUI and SSH Access * NFV Agnosticism

* Dynamic Configuration * WAN Optimization

* Versatile Applications * llluminate and Juggler

Real-World Applications of Infrastructure & Troubleshooting Intelligence
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Discover How Nepean Networks' Smart SD-WAN Streamlines
Network Management and Troubleshooting for MSPs

In the complex world of modern networking, where multi-vendor environments and distributed infrastructures are
the norm, Nepean Networks' Smart SD-WAN introduces Infrastructure & Troubleshooting Intelligence as a pivotal
component. This intelligence leverages tools like Secure Connect and integrated diagnostics to enable managed
service providers (MSPs) and IT teams to manage upstream and downstream infrastructure seamlessly, without on-
site interventions. With full access to NFV-based appliances, wire-rate packet capture via Wireshark, iperf testing,
and built-in speed tests, it transforms troubleshooting from a reactive process to a proactive, efficient one. Drawing
from Nepean Networks' innovative ecosystem, this article explores how Infrastructure & Troubleshooting
Intelligence revolutionizes SD-WAN for MSPs handling large customer footprints.

What is Infrastructure & Troubleshooting Intelligence?

Infrastructure &Troubleshooting Intelligence is the management and diagnostic powerhouse within Nepean
Networks’” Smart SD-WAN, designed to provide MSPs with direct, secure control over complex network
environments. At its core is Secure Connect, a high-performance reverse proxy built in Rust, optimized for NAT
traversal and low resource utilization. This tool, combined with industry-leading diagnostic capabilities like remote
Wireshark integration, iperf for bandwidth testing, and built-in speed tests, allows MSPs to detect, analyse, and
resolve issues in minutes. It supports full GUI and SSH access to integrated NFV-based firewalls and appliances,
streamlining operations across multi-vendor networks without physical presence. Hosted on Nepean’s edge
nodes, this intelligence extends to upstream devices (e.g., modems, routers) and downstream endpoints (e.g.,
switches, printers, loT devices), making it a game-changer for MSPs managing diverse customer bases. By integrating
with the Antares portal, it offers a unified view, ensuring rapid resolution and minimal downtime.

Key Features of Infrastructure & Troubleshooting Intelligence

Nepean Networks’ Infrastructure & Troubleshooting Intelligence is packed with features that enhance
management and diagnostics.

Secure Connect for Remote Infrastructure Management

Secure Connect acts as a secure Bastion server, enabling MSPs to manage upstream and downstream
infrastructure directly:

¢ Full GUI and SSH Access: Provides seamless access to NFV-based firewalls (e.g. Clavister, OpenWrt,
OPNsense, pfSense, IPFire, RouterOS) and network appliances, allowing configuration changes without on-
site visits. High Performance and Security: Built in Rust, it offers high throughput, low resource use (binary size
<500KiB), mandatory tokens, and TLS encryption, eliminating self-signed certificate issues.

¢ Built in Rust, it offers high throughput, low resource use (binary size <500KiB), mandatory tokens, and TLS
encryption, eliminating self-signed certificate issues.

+ Dynamic Configuration: Supports hot reloads for adding/removing services, ensuring agility in complex
environments.

~ . Nepean
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« Versatile Applications: Ideal for remote device management (routers, switches, VolP phones, printers, loT),
camera surveillance with excellent streaming, and more.

This feature streamlines multi-vendor network management across large footprints, reducing the need for
physical interventions.

Advanced Diagnostic Capabilities

Nepean boasts some of the best diagnostics in the SD-WAN industry, enabling quick issue resolution:
¢ Full Wire-Rate Packet Capture with Wireshark: Unique remote support allows MSPs to capture traffic directly
from edge nodes using DumpCAP from tshark (faster than tcpdump). Filters reduce bandwidth usage, aiding

analysis of misconfigurations, cyber attacks, or performance bottlenecks.

¢ Integrated iPerf Testing: Measures bandwidth, latency, jitter, and packet loss between points, helping
diagnose throughput issues in real-time.

¢ Built-In Speed Test Capabilities: Runs tests between aggregators and edge nodes, storing results permanently
on management servers for customer-facing troubleshooting and ISP accountability.

« Antares Portal Integration: Provides dashboards for tunnel latency, leg data rates, packet loss, leg states (e.g.,
outages, brownouts), CPU usage, connection tracking, and speed test results.

These tools enable MSPs to go from detection to resolution in minutes, supporting proactive monitoring via
SNMP/syslog alerts.

Integration with Nepean’s Smart SD-WAN Ecosystem

Infrastructure & Troubleshooting Intelligence integrates seamlessly with Nepean’s next-gen SD- WAN features:

¢ NFV Agnosticism: Runs virtualized functions on standard hardware, supporting open-source and proprietary
images for flexible security and management.

* WAN Optimization: Uses protocols like WireGuard to reduce latency and enhance performance in
constrained environments.

¢ llluminate and Juggler: llluminate offers Al-driven DPI for traffic analytics, while Juggler enables zero-touch
provisioning, complementing troubleshooting with deep insights and rapid deployments.

Business Benefits of Infrastructure & Troubleshooting Intelligence

This intelligence delivers transformative advantages for MSPs and businesses:

« Streamlined Operations: Remote access eliminates truck rolls, reducing costs and resolution times for
complex environments.
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+ Enhanced Cybersecurity: Detects lateral movement, malware, and anomalies via Wireshark, enabling swift
mitigation and proactive threat hunting.

* Rapid Issue Resolution: Tools like iperf and speed tests provide quick diagnostics, minimizing downtime and
boosting reliability.

* Cost Savings: Low resource use and automation prevent expensive incidents, with features like MTU checks
ensuring optimal performance.

¢ Scalability for MSPs: Manages multi-vendor networks across customers, with hierarchical controls and self-
service options enhancing service delivery.

Why Infrastructure & Troubleshooting Intelligence Outshines
Traditional Solutions

Traditional troubleshooting often requires on-site visits, fragmented tools, and manual processes, leading to delays
and higher costs. Nepean’s intelligence offers remote, unified management via Secure Connect, outperforming
legacy VPNs or MPLS in flexibility and speed. Remote Wireshark—a Nepean exclusive—provides edge-level insights
without physical access, while integrated iperf and speed tests surpass basic monitoring. This software-first
approach, untethered from proprietary hardware, adapts to evolving needs, making it superior for MSPs in dynamic,
multi-vendor settings.

Real-World Applications of Infrastructure & Troubleshooting
Intelligence

Infrastructure & Troubleshooting Intelligence excels in demanding scenarios:

¢ MSPs Managing Retail Chains: Remotely troubleshoot switches or routers, reducing downtime for POS
systems using Wireshark to analyze traffic.

* Cybersecurity Incident Response: In a case where email access failed due to blacklisting from failed logins,
remote Wireshark via Secure Connect identified the NAT IP block, resolving it without on-site intervention.

*« Remote Surveillance and loT: Manages cameras or loT devices with high-performance streaming, using iperf
to test bandwidth.

« Business Networks: Uses speed tests and packet capture to diagnose WAN issues like duplex mismatches
or routing loops.

Wrap | Infrastructure & Troubleshooting Intelligence as an MSP Game-
Changer

Nepean Networks’ Infrastructure & Troubleshooting Intelligence redefines SD-WAN management with Secure
Connect’s remote access, Wireshark integration, iperf testing, and speed tests. This empowers MSPs to handle
multi-vendor environments efficiently, ensuring quick resolutions and robust security. For organizations seeking to
minimize downtime and enhance control, Nepean’s Smart SD-WAN is unmatched.

~ . Nepean
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FAQ

What is Nepean Networks' Smart SD-WAN and how does it differentiate itself from other SD-WAN solutions?

Nepean Networks' Smart SD-WAN is an advanced Software-Defined Wide Area Network solution that stands out by
integrating machine learning, multi-domain intelligence, and deep supportability features. Unlike many traditional
SD-WAN offerings that merely promise automation and performance, Nepean's solution delivers "true intelligence"
by optimizing every aspect of networking in real-time. This allows Managed Service Providers (MSPs) to deploy and
manage complex WAN services with minimal resources, ensuring smarter, faster, more reliable, and adaptable
connections. It goes beyond basic site connectivity to offer a comprehensive, multi-role networking platform for
modern enterprises.

How does Smart SD-WAN provide comprehensive network intelligence beyond traditional branch
networking?

Smart SD-WAN offers true private WAN capabilities that extend beyond traditional branch networking to seamlessly
cover multiple data centers, cloud environments, and isolated standalone sites. It supports multi-tenant
segmentation for securely isolating and managing different customers or departments. Its flexible topology allows
for hub-and-spoke, full mesh, or hybrid designs, adapting to any business scenario. Furthermore, it can extend
secure overlays to cloud workloads or single critical sites without requiring a network redesign, making it a versatile
platform for diverse networking needs.

What advanced traffic monitoring and analysis capabilities does Nepean's llluminate add-on offer?

Nepean’s llluminate add-on integrates Al and analytics to provide extensive traffic intelligence. It features over 40
real-time dashboards for monitoring inventory, asset tracking, bandwidth usage by site, user, or application, and
cybersecurity threat monitoring, alongside application performance metrics. For deeper analysis, a Grafana-
based metrics engine offers detailed visibility into bit rate, latency, jitter, packet loss, utilization, experience scoring,
and change tracking. This transforms traffic monitoring from reactive troubleshooting to proactive performance
optimization.

How does Smart SD-WAN ensure robust and flexible cybersecurity without vendor lock-in?

Smart SD-WAN offers vendor-agnostic security through service chaining, allowing seamless integration with any
security solution, whether centralized or at the edge. It supports a wide array of commercial and open-source
firewalls, including Clavister, pfSense, OPNsense, and WatchGuard, among others. This flexibility enables the
deployment of hybrid security models, combining high-end commercial firewalls at data centers with cost-effective
open-source edge firewalls. This open approach allows MSPs to tailor security solutions to a customer's specific risk
appetite, compliance needs, and budget without being restricted by vendor lock-in.

What is "Edge Intelligence" and how does it benefit Managed Service Providers?

Edge Intelligence in Smart SD-WAN refers to the capabilities of its edge device, which functions as an NFV (Network
Function Virtualization) platform running on Debian Bookworm. This platform can host any Linux x86-based
application, such as network managers, wireless controllers, soft PBXs, VolP services, and WireGuard VPN servers.
This flexibility allows MSPs to consolidate multiple customer-premise devices into a single, intelligent platform,
significantly reducing costs, power consumption, and the complexity associated with support and management.
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How does Nepean's Smart SD-WAN prioritize and ensure a high-quality user experience?

Nepean’s Smart SD-WAN prioritizes user experience through bi-directional Quality of Service (QoS) with fairness.
This ensures crystal-clear voice communication by default and adaptive bandwidth allocation that adjusts to
changing traffic patterns. It also employs path determination on both upstream and downstream links for optimal
flow. This comprehensive approach guarantees consistent performance, even in the presence of congestion or link
degradation, which is crucial for real-time applications like video conferencing and VolP.

What makes Smart SD-WAN's "Connectivity Intelligence" superior to traditional VPNs, especially in handling
last-mile issues?

Smart SD-WAN's Connectivity Intelligence is "last-mile agnostic," meaning it works with any ISP and any medium
(fibre, fixed wireless, or mobile). It features smart bonding and aggregation for increased bandwidth and instant
failover between links with zero session drops. Crucially, it incorporates algorithms to detect and mitigate common
last-mile issues such as bufferbloat, intermittent packet loss, or high latency. Unlike traditional VPNs, Nepean’s
packet-based overlay prevents session interruptions and maintains application stability even when links fail,
providing a much more robust and reliable connection.

What centralized management and troubleshooting tools are available to MSPs through the Smart SD-WAN
platform?

MSPs manage Smart SD-WAN through the Antares cloud portal, which serves as the operational nerve center. This
multi-tenant and hierarchical portal allows MSPs to manage multiple customers while granting them selective self-
service control. It supports zero-touch provisioning with the Juggler service and offers a NOC mode with RAG
(Red/Amber/Green) status icons for instant situational awareness and integrated notification systems for rapid
incident response. For troubleshooting, Nepean provides industry-leading diagnostic capabilities, including full wire-
rate packet capture on any edge node using standard Wireshark tools, integrated iperf testing for bandwidth and
latency measurement, and built-in speed test capabilities, enabling quick resolution of issues. Additionally, Secure
Connect provides full GUI and SSH access to integrated NFV-based firewalls or network appliances for streamlined
management of upstream and downstream infrastructure.

— -« NEpean
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Final Thoughts | Transforming Networking with Nepean
Networks' Smart SD-WAN

As the digital landscape evolves, businesses and Managed Service Providers (MSPs) face mounting pressure to
deliver networks that are not only fast and reliable but also intelligent, secure, and adaptable. Nepean Networks'
Smart SD-WAN rises to this challenge, redefining what’s possible in modern networking. By integrating multi-domain
intelligence—spanning Network, Traffic, Cyber, Edge, Experience, Connectivity, Cloud, and Infrastructure &
Troubleshooting—Nepean delivers a platform that transcends traditional SD-WAN limitations. This closing chapter
reflects on how Smart SD-WAN empowers organizations to navigate the complexities of today’s hyper-connected
world and positions them for future success.

A New Era of Intelligent Networking

Nepean Networks’ Smart SD-WAN is more than a technology—it’s a strategic enabler for businesses seeking to
thrive in an era of digital transformation. By embedding machine learning, advanced analytics, and vendor-agnostic
flexibility into every layer, it transforms networking from a utility into a competitive advantage. Whether it’s
enabling seamless cloud integration, ensuring crystal-clear VolP calls, or providing real-time threat detection, Smart
SD-WAN delivers measurable outcomes: enhanced performance, reduced costs, and simplified operations.

The platform’s ability to adapt to diverse environments—spanning branch offices, remote sites, data centers, and
cloud workloads—sets it apart. Its last-mile agnostic design, combined with smart bonding and instant failover,
ensures uninterrupted connectivity, even in the face of link failures or congestion. Meanwhile, the Antares portal
and llluminate analytics provide unparalleled visibility, turning complex network management into a streamlined,
proactive process. For MSPs, this translates into scalable, branded offerings that differentiate them in a crowded
market, while businesses benefit from tailored solutions that align with their unique needs.

Breaking Free from Legacy Constraints

Traditional networking solutions like MPLS and VPNs are increasingly outpaced by the demands of modern
applications and hybrid workforces. Their rigidity, high costs, and limited scalability hinder innovation, leaving
organizations vulnerable to downtime and inefficiencies. Nepean Networks’ Smart SD-WAN eliminates these
constraints, offering a future-proof alternative that embraces open architectures and hardware-agnostic flexibility.
By decoupling security from the SD-WAN fabric and supporting a wide range of firewalls and applications, Nepean
empowers organizations to customize their networks without vendor lock-in.

Edge Intelligence further amplifies this freedom, transforming the SD-WAN edge into a multi-functional NFV
platform. By consolidating network services like VolP, VPNs, and wireless controllers into a single device, it reduces
hardware sprawl and operational complexity. This not only lowers costs but also enhances agility, enabling
businesses to scale rapidly and adapt to changing demands.

Empowering MSPs & Businesses Alike

For MSPs, Nepean’s Smart SD-WAN is a game-changer, offering the tools to deliver business- grade services with
minimal resources. The Antares portal’s multi-tenant design and Juggler’s zero-touch provisioning streamline client
onboarding and management, while Secure Connect and advanced diagnostics like Wireshark integration enable
rapid issue resolution without on- site interventions. These capabilities allow MSPs to offer differentiated services,
from tailored security stacks to optimized real-time applications, enhancing customer satisfaction and retention.
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Businesses, meanwhile, gain a network that’s smarter, more secure, and easier to manage. Whether it’s a retail
chain ensuring seamless POS transactions, a healthcare provider supporting telemedicine, or a global enterprise
integrating cloud workloads, Smart SD-WAN delivers the performance and reliability needed to stay competitive. Its
Al-driven insights, powered by Illuminate, proactively optimize traffic and mitigate threats, ensuring networks
evolve in step with business growth.

Looking Ahead | The Future of Networking with Nepean

As businesses continue toembrace cloud-native applications,loT,and remote work, the need for intelligent, resilient
networks will only intensify. Nepean Networks is at the forefront of this transformation, continuously innovating to
meet emerging challenges. Future enhancements to Smart SD-WAN will likely include deeper Al integration for
predictive analytics, expanded support for emerging protocols, and enhanced automation to further simplify
network management. By staying ahead of the curve, Nepean ensures that its platform remains a cornerstone for
digital success.

The journey to smarter networking begins with a single step. Nepean Networks’ Smart SD-WAN offers that step—a
comprehensive, intelligent solution that empowers organizations to connect, secure, and optimize their networks
like never before. For MSPs, it’s an opportunity to redefine service delivery and stand out in a competitive landscape.
For businesses, it's a path to operational excellence, cost efficiency, and unmatched user experiences.

Call to Action | Embrace the Future Today

NepeanNetworksinvites you totransform your network with Smart SD-WAN. Discover how its multi-domain
intelligence can unlock new possibilities for your organization, whether you’re an MSP seeking to elevate your
services or a business aiming to stay ahead in a digital-first world. Visit Nepean Networks to explore the platform,
request a demo, or connect with our team to see how Smart SD-WAN can redefine your networking strategy.
Together, let’s build a smarter, more connected future.

— -« NEpean
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The Cost of a Cappuccino,
the Value of Reliability

Reliable SD-WAN that keeps your business moving—at a

cost that’s surprisingly small. Stay connected all day
without paying more than your morning coffee.




The reliance on a consistent internet connection is not just a convenience but an absolute necessity for businesses
of all sizes and industries. However, achieving this level of connectivity continuity often comes at a hefty price tag.
Or does it? Enter Nepean Network’s SD-WAN service — a game-changer in the world of business connectivity. You
might be surprised to learn that ensuring seamless connectivity for your organization can cost no more than your
daily cup of cappuccino. Yes, you read that right! Nepean Network’s innovative SD-WAN service is designed to
empower businesses with rock-solid internet connectivity without breaking the bank.

The Cost of a Cappuccino, the Value of Reliability

Let’s put it into perspective. The average cost of a cappuccino at your favorite coffee shop can easily add up to a
significant monthly expense. Now, imagine redirecting that same budget towards ensuring your business stays
connected around the clock, every day of the year. That’s precisely what Nepean Network’s SD-WAN service offers
— peace of mind and connectivity continuity for the cost of a daily cappuccino.

Automated Excellence

What sets Nepean Network’s SD-WAN apart is its unwavering commitment to automation. Say goodbye to complex,
manual configurations and IT interventions. With Nepean Network’s solution, managing multiple last-mile
connections is a breeze. Whether you’re utilizing fiber, fixed wireless, or any other internet connection, Nepean
Network’s SD-WAN seamlessly integrates them into a unified, high-performance network.

True ISP Agnosticism

Are you tired of being tied down to a single Internet Service Provider (ISP) for your connectivity needs? Nepean
Network’s SD-WAN liberates you from such constraints. It’s ISP-agnostic, meaning you have the flexibility to choose
the best ISP for each location without compromising on reliability. In essence, Nepean Network’s solution
transforms the last mile into a true business service offering, a feat that ISPs themselves often struggle to achieve
with singular links.

Unmatched Features

But cost-effectiveness is only part of the equation. Nepean Network’s SD-WAN service comes packed with an array
of powerful features. Gain full visibility into your network’s performance with advanced analytics and world-class
monitoring tools. Ensure that your business remains ahead of any potential issues with real-time insights and
proactive measures.

The Bottom Line

The financial benefits of Nepean Network’s SD-WAN solution are undeniable. However, don’t just take our word for
it. Explore our detailed business case to understand how Nepean Networks can save your business from the costly
consequences of connection failures. Visit this link to discover the financial advantages and the true value of
connectivity continuity. Don’t let connectivity disruptions hold your business back. Embrace the future of reliable,
automated, and cost- effective connectivity with Nepean Network’s SD-WAN service. For more information and to
experience the difference firsthand, contact us today. Your business deserves uninterrupted success, one
cappuccino at a time!
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Ronald Bartels is a seasoned networking professional and the principal architect behind Nepean Networks’ Smart
SD-WAN strategy. With over two decades of experience in enterprise networking, Ronald has held senior technical
roles across the financial services and telecommunications sectors, building deep expertise in WAN architecture,
last-mile resilience, and network automation. He holds a BSc in Computer Science and has applied that foundation
across a career defined by solving real-world connectivity challenges at scale.

Ronald’s approach to SD-WAN is grounded in practical outcomes rather than vendor rhetoric. Under his technical
leadership, Nepean has built a platform that addresses the real challenges of mixed-quality last-mile networks —
aggregating diverse ISP connections into a single resilient overlay, eliminating single points of failure, and delivering
consistent performance for businesses that depend on it. Smart bonding means secondary links contribute to
throughput at all times, not just during failover. setup fuses multiple ISP connections (fibre, wireless, whatever’s
available) into one seamless, His vendor-agnostic philosophy runs throughout the platform: compatibility with any
ISP, seamless integration with existing firewalls — from Cisco and Fortinet to Palo Alto and open-source alternatives
— and no lock-in to proprietary ecosystems. Real-time traffic analytics and threat intelligence provide genuine
visibility, without requiring specialist expertise to operate.

Nepean’s focus is deliberate — last-mile resilience and operational simplicity for MSPs and mid-market businesses
globally, not complexity for its own sake. With over 2,000 multi-site deployments across Australia, Singapore, South
Africa, Europe, and beyond, the platform has been proven in demanding real-world environments across diverse
infrastructure landscapes.

That clarity of focus, combined with Ronald’s technical depth and Nepean’s proven track record — recognised
internationally, including with the 2020 IBM Beacon Award — makes for a compelling proposition for any
organisation serious about connectivity resilience, operational simplicity, and long-term value.

To learn more or discuss how Smart SD-WAN can address your organisation’s connectivity requirements, reach out
directly.

Ready to transform your network connectivity? Get in touch
with us today. now?

Contact: info@ nepeannetworks.com
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